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State
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Published
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Description

/

CVE-2015-8126

MITRE NVD CVE.ORG Print: PDF %5

CVE-2015-8126

PUBLIC

cve@mitre.org

CVE Program / NVD first with legacy fallback
2015-11-13 03:59:00 UTC

2022-05-13 14:57:00 UTC

Multiple buffer overflows in the (1) png_set_PLTE and (2) png_get PLTE functions in libpng before 1.0.64, 1.1.x and 1.2.x |

Risk And Classification

Problem Types: CWE-120

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System

Operating System
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http://www.debian.org/security/2015/dsa-3399
https://security.gentoo.org/glsa/201611-08
http://lists.opensuse.org/opensuse-security-announce/2016-01/msg00042.html
http://www.securitytracker.com/id/1034142
http://lists.fedoraproject.org/pipermail/package-announce/2016-February/177382.html
http://lists.fedoraproject.org/pipermail/package-announce/2016-January/175073.html
http://rhn.redhat.com/errata/RHSA-2016-0057.html
http://lists.opensuse.org/opensuse-security-announce/2016-01/msg00045.html
http://lists.fedoraproject.org/pipermail/package-announce/2015-November/172769.html
http://rhn.redhat.com/errata/RHSA-2016-0055.html
http://lists.fedoraproject.org/pipermail/package-announce/2015-November/172324.html
http://www.securityfocus.com/bid/77568
http://lists.opensuse.org/opensuse-updates/2016-01/msg00029.html
http://lists.opensuse.org/opensuse-security-announce/2016-01/msg00038.html
http://lists.fedoraproject.org/pipermail/package-announce/2015-November/172797.html
http://lists.fedoraproject.org/pipermail/package-announce/2016-January/174905.html
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Red Hat Customer Portal REDHAT
[SECURITY] Fedora 22 Update: libpng15-1.5.25-1.fc22 FEDORA
[security-announce] openSUSE-SU-2016:0272-1: important: Security update SUSE
[security-announce] openSUSE-SU-2016:0729-1: important: Security update SUSE
Oracle Linux Bulletin - October 2015 CONFIRM

McAfee KnowledgeBase - Intel Security - Security Bulletin: ePolicy Orchestrator update fixes multiple Oracle Java vulnerabiliies =~ CONFIRM

openSUSE-SU-2016:0105-1: moderate: Security update for libpng16 SUSE
Red Hat Customer Portal REDHAT
[security-announce] openSUSE-SU-2016:0268-1: critical: Security update f SUSE
Chrome Releases: Stable Channel Update CONFIRM
Red Hat Customer Portal REDHAT
openSUSE-SU-2016:0103-1: moderate: Security update for libpng12 SUSE
Chromium: Multiple vulnerabilities (GLSA 201603-09) — Gentoo security GENTOO
About the security content of OS X El Capitan v10.11.4 and Security Update 2016-002 - Apple Support CONFIRM
[security-announce] SUSE-SU-2016:0665-1: important: Security update for SUSE
[security-announce] openSUSE-SU-2016:0279-1: critical: Security update f SUSE
openSUSE-SU-2015:2135-1: moderate: Security update for libpng16 SUSE
USN-2815-1: libpng vulnerabilities | Ubuntu UBUNTU
[security-announce] SUSE-SU-2016:0269-1: critical: Security update for j SUSE
openSUSE-SU-2015:2262-1: moderate: Security update for libpng16 SUSE
Oracle Critical Patch Update - January 2016 CONFIRM
Oracle Solaris Bulletin - July 2016 CONFIRM
CVE Program record CVE.ORG
NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.


http://lists.opensuse.org/opensuse-security-announce/2015-11/msg00034.html
http://rhn.redhat.com/errata/RHSA-2016-0056.html
http://lists.fedoraproject.org/pipermail/package-announce/2016-January/174936.html
http://lists.opensuse.org/opensuse-security-announce/2016-01/msg00047.html
http://lists.opensuse.org/opensuse-security-announce/2016-03/msg00028.html
http://www.oracle.com/technetwork/topics/security/linuxbulletinoct2015-2719645.html
https://kc.mcafee.com/corporate/index?page=content&id=SB10148
http://lists.opensuse.org/opensuse-updates/2016-01/msg00030.html
http://rhn.redhat.com/errata/RHSA-2015-2595.html
http://lists.opensuse.org/opensuse-security-announce/2016-01/msg00043.html
http://googlechromereleases.blogspot.com/2016/03/stable-channel-update.html
https://access.redhat.com/errata/RHSA-2016:1430
http://lists.opensuse.org/opensuse-updates/2016-01/msg00028.html
https://security.gentoo.org/glsa/201603-09
https://support.apple.com/HT206167
http://lists.opensuse.org/opensuse-security-announce/2016-03/msg00015.html
http://lists.opensuse.org/opensuse-security-announce/2016-01/msg00048.html
http://lists.opensuse.org/opensuse-updates/2015-11/msg00159.html
http://www.ubuntu.com/usn/USN-2815-1
http://lists.opensuse.org/opensuse-security-announce/2016-01/msg00044.html
http://lists.opensuse.org/opensuse-updates/2015-12/msg00062.html
http://www.oracle.com/technetwork/topics/security/cpujan2016-2367955.html
http://www.oracle.com/technetwork/topics/security/bulletinjul2016-3090568.html
https://www.cve.org/CVERecord?id=CVE-2015-8126
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