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Summary

CVE CVE-2015-8139

State PUBLISHED

Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-01-30 21:59:00 UTC

Updated 2025-04-20 01:37:25 UTC

Description ntpq in NTP before 4.2.8p7 allows remote attackers to obtain origin timestamps and then impersonate peers via unspecified vectors.

Risk And Classification

Primary CVSS: v3.0 5.3 MEDIUM from nvd@nist.gov

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:L/A:N

Problem Types: CWE-284 | n/a

Version Source Type Score Severity Vector

3.0 nvd@nist.gov Primary 5.3 MEDIUM CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:L/A:N

2.0 nvd@nist.gov Primary 5 AV:N/AC:L/Au:N/C:N/I:P/A:N

CVSS v3.0 Breakdown

Attack Vector

Network

Attack Complexity

Low

Privileges Required

None

User Interaction

None

Scope

Unchanged

Confidentiality

None

Integrity

Low

Availability

https://cve.report/
https://cve.report/CVE-2015-8139/mitre
https://cve.report/CVE-2015-8139/nist
https://cve.report/CVE-2015-8139/cve_org
https://cve.report/api/cve/CVE-2015-8139.json
https://cve.report/CVE-2015-8139.pdf


CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:L/A:N

CVSS v2.0 Breakdown

AV:N/AC:L/Au:N/C:N/I:P/A:N

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ntp Ntp All p6 All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

References

Reference Source

openSUSE-SU-2016:1423-1: moderate: Security update for ntp af854a3a-2127-422b-91ae-364da2661108

[SECURITY] Fedora 24 Update: ntp-4.2.6p5-41.fc24 - package-announce - Fedora Mailing-Lists af854a3a-2127-422b-91ae-364da2661108

NTP CVE-2015-8139 Security Bypass Vulnerability af854a3a-2127-422b-91ae-364da2661108

support.ntp.org/bin/view/Main/NtpBug2946 af854a3a-2127-422b-91ae-364da2661108

SA113: January 2016 NTP Security Vulnerabilities | Blue Coat Systems, Inc. af854a3a-2127-422b-91ae-364da2661108

[security-announce] SUSE-SU-2016:1177-1: important: Security update for af854a3a-2127-422b-91ae-364da2661108

Vulnerability Note VU#718152 - NTP.org ntpd contains multiple vulnerabilities af854a3a-2127-422b-91ae-364da2661108

security.FreeBSD.org/advisories/FreeBSD-SA-16:09.ntp.asc af854a3a-2127-422b-91ae-364da2661108

[security-announce] openSUSE-SU-2016:1292-1: important: Security update af854a3a-2127-422b-91ae-364da2661108

[security-announce] SUSE-SU-2016:1311-1: important: Security update for af854a3a-2127-422b-91ae-364da2661108

None

Access Vector

Network

Access Complexity

Low

Authentication

None

Confidentiality

None

Integrity

Partial

Availability

None

http://cve.report/vendor/ntp
http://cve.report/software/ntp/ntp
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://lists.opensuse.org/opensuse-updates/2016-05/msg00114.html
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/K3EYJQHJZ2KTVQ7ICEFHXTLZ36MRASWX/
http://www.securityfocus.com/bid/82105
http://support.ntp.org/bin/view/Main/NtpBug2946
https://bto.bluecoat.com/security-advisory/sa113
http://lists.opensuse.org/opensuse-security-announce/2016-04/msg00060.html
https://www.kb.cert.org/vuls/id/718152
https://security.freebsd.org/advisories/FreeBSD-SA-16:09.ntp.asc
http://lists.opensuse.org/opensuse-security-announce/2016-05/msg00038.html
http://lists.opensuse.org/opensuse-security-announce/2016-05/msg00048.html


NTP: Multiple vulnerabilities (GLSA 201607-15) — Gentoo Security af854a3a-2127-422b-91ae-364da2661108

January 2020 NTP Vulnerabilities in NetApp Products | NetApp Product Security af854a3a-2127-422b-91ae-364da2661108

Multiple Vulnerabilities in Network Time Protocol Daemon Affecting Cisco Products - January 2016 af854a3a-2127-422b-91ae-364da2661108

[SECURITY] Fedora 22 Update: ntp-4.2.6p5-41.fc22 - package-announce - Fedora Mailing-Lists af854a3a-2127-422b-91ae-364da2661108

[security-announce] SUSE-SU-2016:1247-1: important: Security update for af854a3a-2127-422b-91ae-364da2661108

ntp Multiple Flaws Let Remote Users Spoof Messages, Obtain Potentially Sensitive Information, and Deny Service - SecurityTracker af854a3a-2127-422b-91ae-364da2661108

[SECURITY] Fedora 23 Update: ntp-4.2.6p5-41.fc23 - package-announce - Fedora Mailing-Lists af854a3a-2127-422b-91ae-364da2661108

[security-announce] SUSE-SU-2016:1175-1: important: Security update for af854a3a-2127-422b-91ae-364da2661108

[SECURITY] Fedora 24 Update: ntp-4.2.6p5-41.fc24 - package-announce - Fedora Mailing-Lists MITRE

[SECURITY] Fedora 23 Update: ntp-4.2.6p5-41.fc23 - package-announce - Fedora Mailing-Lists MITRE

[SECURITY] Fedora 22 Update: ntp-4.2.6p5-41.fc22 - package-announce - Fedora Mailing-Lists MITRE

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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https://security.gentoo.org/glsa/201607-15
https://security.netapp.com/advisory/ntap-20200204-0003/
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20160127-ntpd
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/WNWGCQLW2VY72NIUYMJOCAKJKTXHDUK2/
http://lists.opensuse.org/opensuse-security-announce/2016-05/msg00020.html
http://www.securitytracker.com/id/1034782
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/ORAMN3Q7TVJ54MBYF75XCJOE3DP7LYHT/
http://lists.opensuse.org/opensuse-security-announce/2016-04/msg00059.html
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/K3EYJQHJZ2KTVQ7ICEFHXTLZ36MRASWX/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/ORAMN3Q7TVJ54MBYF75XCJOE3DP7LYHT/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/WNWGCQLW2VY72NIUYMJOCAKJKTXHDUK2/
https://www.cve.org/CVERecord?id=CVE-2015-8139
https://nvd.nist.gov/vuln/detail/CVE-2015-8139
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://cve.report/api
https://status.cve.report
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