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Summary

CVE CVE-2015-8214

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-11-27 15:59:00 UTC

Updated 2021-04-22 21:15:00 UTC

Description A vulnerability has been identified in SIMATIC NET CP 342-5 (incl. SIPLUS variants) (All versions), SIMATIC NET CP 343-1 Advanced (incl. SIPLUS variants) (All versions < V3.0.44), SIMATIC NET CP 343-1 Lean (incl. SIPLUS variants) (All versions < V3.1.1), SIMATIC NET CP 343-1 Standard (incl. SIPLUS variants) (All versions < V3.1.1), SIMATIC NET CP 443-1 Advanced (incl. SIPLUS variants) (All versions < V3.2.9), SIMATIC NET CP 443-1 Standard (incl. SIPLUS variants) (All versions < V3.2.9), SIMATIC NET CP 443-5 Basic (incl. SIPLUS variants) (All versions), SIMATIC NET CP 443-5 Extended (All versions), TIM 3V-IE / TIM 3V-IE Advanced (incl. SIPLUS NET variants) (All versions < V2.6.0), TIM 3V-IE DNP3 (incl. SIPLUS NET variants) (All versions < V3.1.0), TIM 4R-IE (incl. SIPLUS NET variants) (All versions < V2.6.0), TIM 4R-IE DNP3 (incl. SIPLUS NET variants) (All versions < V3.1.0). The implemented access protection level enforcement of the affected communication processors (CP) could possibly allow unauthenticated users to perform administrative operations on the CPs if network access (port 102/TCP) is available and the CPs' configuration was stored on their corresponding CPUs.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Siemens Simatic Cp 343-1 - All All All

Hardware Siemens Simatic Cp 343-1 - All All All

Operating System Siemens Simatic Cp 343-1 Firmware All All All All

Operating System Siemens Simatic Cp 343-1 Firmware All All All All

Operating System Siemens Simatic Cp 343-1 Firmware All All All All

Hardware Siemens Simatic Cp 443-1 All All All All

Hardware Siemens Simatic Cp 443-1 All All All All

Operating System Siemens Simatic Cp 443-1 Firmware All All All All

Operating System Siemens Simatic Cp 443-1 Firmware All All All All

Operating System Siemens Simatic Cp 443-1 Firmware All All All All

Operating System Siemens Simatic Cp 443-1 Firmware All All All All

Hardware Siemens Simatic Tim 3v-ie All All All All

Hardware Siemens Simatic Tim 3v-ie All All All All

Operating System Siemens Simatic Tim 3v-ie Firmware - All All All

Operating System Siemens Simatic Tim 3v-ie Firmware - All All All

Operating System Siemens Simatic Tim 3v-ie Firmware - All All All

Operating System Siemens Simatic Tim 3v-ie Firmware - All All All
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Operating System Siemens Simatic Tim 3v-ie Firmware - All All All

Operating System Siemens Simatic Tim 3v-ie Firmware - All All All

Operating System Siemens Simatic Tim 3v-ie Firmware - All All All

Hardware Siemens Simatic Tim 4r-ie All All All All

Hardware Siemens Simatic Tim 4r-ie All All All All

Operating System Siemens Simatic Tim 4r-ie Firmware All All All All

Operating System Siemens Simatic Tim 4r-ie Firmware All All All All

Operating System Siemens Simatic Tim 4r-ie Firmware All All All All

Operating System Siemens Simatic Tim 4r-ie Firmware All All All All

References

Reference Source Link

Siemens CONFIRM www.siemens.com

Multiple Siemens SIMATIC Products CVE-2015-8214 Authentication Bypass Vulnerability BID www.securityfocus.com

Siemens SIMATIC Controller Authentication Bypass Flaw Lets Remote Users Access the Target System - SecurityTracker SECTRACK www.securitytracker.com

cert-portal.siemens.com/productcert/pdf/ssa-763427.pdf CONFIRM cert-portal.siemens.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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