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AVNACLAUNCNINAP Certain versions of Linux Kernel from Linux contain the following
’ vulnerability:

net/ipve/addrconf.c in the IPv6 stack in the Linux kernel before 4.0
does not validate attempted changes to the MTU value, which allows
context-dependent attackers to cause a denial of service (packet loss)
via a value that is (1) smaller than the minimum compliant value or (2)
larger than the MTU of an interface, as demonstrated by a Router
Advertisement (RA) message that is not validated by a daemon, a different vulnerability than
CVE-2015-0272. NOTE: the scope of CVE-2015-0272 is limited to the NetworkManager
product.

CVE-2015-8215 has been assigned by @) security@ubuntu.com to track the vulnerability
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() CONFIRM bugzilla.novell.com/show_bug.cgi?id=944296
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CONFIRM bugs.launchpad.net/bugs/1500810
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github.com/torvalds/linux/commit/77751427a1ff25b27d47a4c36b12c3c8667855ac

9 SUSE SUSE-SU-2015:2292

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE
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Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Linux Linux Kernel All All All All
System

No vendor comments have been submitted for this CVE
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