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Summary

CVE CVE-2015-8239

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-10-10 16:29:00 UTC

Updated 2017-11-05 21:23:00 UTC

Description The SHA-2 digest support in the sudoers plugin in sudo after 1.8.7 allows local users with write permissions to parts of the called command to replace them before it is executed.

Risk And Classification

Problem Types: CWE-362

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Sudo Project Sudo 1.8.10 All All All

Application Sudo Project Sudo 1.8.10 b1 All All

Application Sudo Project Sudo 1.8.10 b2 All All

Application Sudo Project Sudo 1.8.10 b3 All All

Application Sudo Project Sudo 1.8.10 b4 All All

Application Sudo Project Sudo 1.8.10 p1 All All

Application Sudo Project Sudo 1.8.10 p2 All All

Application Sudo Project Sudo 1.8.10 p3 All All

Application Sudo Project Sudo 1.8.10 rc1 All All

Application Sudo Project Sudo 1.8.10 rc2 All All

Application Sudo Project Sudo 1.8.10 rc3 All All

Application Sudo Project Sudo 1.8.11 All All All

Application Sudo Project Sudo 1.8.11 b1 All All

Application Sudo Project Sudo 1.8.11 b2 All All

Application Sudo Project Sudo 1.8.11 b3 All All

Application Sudo Project Sudo 1.8.11 b4 All All

Application Sudo Project Sudo 1.8.11 p1 All All
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Application Sudo Project Sudo 1.8.11 p1 All All

Application Sudo Project Sudo 1.8.11 p2 All All

Application Sudo Project Sudo 1.8.11 rc1 All All

Application Sudo Project Sudo 1.8.11 rc2 All All

Application Sudo Project Sudo 1.8.12 All All All

Application Sudo Project Sudo 1.8.12 b1 All All

Application Sudo Project Sudo 1.8.12 b2 All All

Application Sudo Project Sudo 1.8.12 b3 All All

Application Sudo Project Sudo 1.8.12 rc1 All All

Application Sudo Project Sudo 1.8.12 rc2 All All

Application Sudo Project Sudo 1.8.13 All All All

Application Sudo Project Sudo 1.8.13 b1 All All

Application Sudo Project Sudo 1.8.13 b2 All All

Application Sudo Project Sudo 1.8.13 b3 All All

Application Sudo Project Sudo 1.8.13 b4 All All

Application Sudo Project Sudo 1.8.13 rc1 All All

Application Sudo Project Sudo 1.8.13 rc2 All All

Application Sudo Project Sudo 1.8.14 All All All

Application Sudo Project Sudo 1.8.14 b1 All All

Application Sudo Project Sudo 1.8.14 b2 All All

Application Sudo Project Sudo 1.8.14 b3 All All

Application Sudo Project Sudo 1.8.14 b4 All All

Application Sudo Project Sudo 1.8.14 p1 All All

Application Sudo Project Sudo 1.8.14 p2 All All

Application Sudo Project Sudo 1.8.14 p3 All All

Application Sudo Project Sudo 1.8.14 rc1 All All

Application Sudo Project Sudo 1.8.15 All All All

Application Sudo Project Sudo 1.8.15 b1 All All

Application Sudo Project Sudo 1.8.15 b2 All All

Application Sudo Project Sudo 1.8.15 b3 All All

Application Sudo Project Sudo 1.8.15 b4 All All

Application Sudo Project Sudo 1.8.15 b5 All All

Application Sudo Project Sudo 1.8.15 rc1 All All

Application Sudo Project Sudo 1.8.15 rc2 All All

Application Sudo Project Sudo 1.8.15 rc3 All All

Application Sudo Project Sudo 1.8.8 All All All
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Application Sudo Project Sudo 1.8.8 b1 All All

Application Sudo Project Sudo 1.8.8 b2 All All

Application Sudo Project Sudo 1.8.8 b3 All All

Application Sudo Project Sudo 1.8.8 rc1 All All

Application Sudo Project Sudo 1.8.9 All All All

Application Sudo Project Sudo 1.8.9 b1 All All

Application Sudo Project Sudo 1.8.9 b2 All All

Application Sudo Project Sudo 1.8.9 p1 All All

Application Sudo Project Sudo 1.8.9 p2 All All

Application Sudo Project Sudo 1.8.9 p3 All All

Application Sudo Project Sudo 1.8.9 p4 All All

Application Sudo Project Sudo 1.8.9 p5 All All

Application Sudo Project Sudo 1.8.9 rc1 All All

Application Sudo Project Sudo 1.8.9 rc2 All All

Application Sudo Project Sudo 1.8.10 All All All

Application Sudo Project Sudo 1.8.10 b1 All All

Application Sudo Project Sudo 1.8.10 b2 All All

Application Sudo Project Sudo 1.8.10 b3 All All

Application Sudo Project Sudo 1.8.10 b4 All All

Application Sudo Project Sudo 1.8.10 p1 All All

Application Sudo Project Sudo 1.8.10 p2 All All

Application Sudo Project Sudo 1.8.10 p3 All All

Application Sudo Project Sudo 1.8.10 rc1 All All

Application Sudo Project Sudo 1.8.10 rc2 All All

Application Sudo Project Sudo 1.8.10 rc3 All All

Application Sudo Project Sudo 1.8.11 All All All

Application Sudo Project Sudo 1.8.11 b1 All All

Application Sudo Project Sudo 1.8.11 b2 All All

Application Sudo Project Sudo 1.8.11 b3 All All

Application Sudo Project Sudo 1.8.11 b4 All All

Application Sudo Project Sudo 1.8.11 p1 All All

Application Sudo Project Sudo 1.8.11 p2 All All

Application Sudo Project Sudo 1.8.11 rc1 All All

Application Sudo Project Sudo 1.8.11 rc2 All All

Application Sudo Project Sudo 1.8.12 All All All

Application Sudo Project Sudo 1.8.12 b1 All All
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Application Sudo Project Sudo 1.8.12 b1 All All

Application Sudo Project Sudo 1.8.12 b2 All All

Application Sudo Project Sudo 1.8.12 b3 All All

Application Sudo Project Sudo 1.8.12 rc1 All All

Application Sudo Project Sudo 1.8.12 rc2 All All

Application Sudo Project Sudo 1.8.13 All All All

Application Sudo Project Sudo 1.8.13 b1 All All

Application Sudo Project Sudo 1.8.13 b2 All All

Application Sudo Project Sudo 1.8.13 b3 All All

Application Sudo Project Sudo 1.8.13 b4 All All

Application Sudo Project Sudo 1.8.13 rc1 All All

Application Sudo Project Sudo 1.8.13 rc2 All All

Application Sudo Project Sudo 1.8.14 All All All

Application Sudo Project Sudo 1.8.14 b1 All All

Application Sudo Project Sudo 1.8.14 b2 All All

Application Sudo Project Sudo 1.8.14 b3 All All

Application Sudo Project Sudo 1.8.14 b4 All All

Application Sudo Project Sudo 1.8.14 p1 All All

Application Sudo Project Sudo 1.8.14 p2 All All

Application Sudo Project Sudo 1.8.14 p3 All All

Application Sudo Project Sudo 1.8.14 rc1 All All

Application Sudo Project Sudo 1.8.15 All All All

Application Sudo Project Sudo 1.8.15 b1 All All

Application Sudo Project Sudo 1.8.15 b2 All All

Application Sudo Project Sudo 1.8.15 b3 All All

Application Sudo Project Sudo 1.8.15 b4 All All

Application Sudo Project Sudo 1.8.15 b5 All All

Application Sudo Project Sudo 1.8.15 rc1 All All

Application Sudo Project Sudo 1.8.15 rc2 All All

Application Sudo Project Sudo 1.8.15 rc3 All All

Application Sudo Project Sudo 1.8.8 All All All

Application Sudo Project Sudo 1.8.8 b1 All All

Application Sudo Project Sudo 1.8.8 b2 All All

Application Sudo Project Sudo 1.8.8 b3 All All

Application Sudo Project Sudo 1.8.8 rc1 All All

Application Sudo Project Sudo 1.8.9 All All All
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Application Sudo Project Sudo 1.8.9 b1 All All

Application Sudo Project Sudo 1.8.9 b2 All All

Application Sudo Project Sudo 1.8.9 p1 All All

Application Sudo Project Sudo 1.8.9 p2 All All

Application Sudo Project Sudo 1.8.9 p3 All All

Application Sudo Project Sudo 1.8.9 p4 All All

Application Sudo Project Sudo 1.8.9 p5 All All

Application Sudo Project Sudo 1.8.9 rc1 All All

Application Sudo Project Sudo 1.8.9 rc2 All All

References

Reference Source Link Tags

1283635 – (CVE-2015-8239) CVE-2015-8239 sudo: Race condition when checking digests in sudoers CONFIRM bugzilla.redhat.com Issue Tracking, Patch, Third Party Advisory

sudo: 0cd3cc8fa195 CONFIRM www.sudo.ws Issue Tracking, Patch, Third Party Advisory

sudo: 397722cdd7ec CONFIRM www.sudo.ws Issue Tracking, Patch, Third Party Advisory

sudo: 24a3d9215c64 CONFIRM www.sudo.ws Issue Tracking, Patch, Third Party Advisory

oss-security - Re: race condition checking digests/checksums in sudoers MLIST www.openwall.com Mailing List, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
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