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Summary

CVE CVE-2015-8267

State PUBLISHED

Assigner certcc

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-12-24 00:59:00 UTC

Updated 2026-05-06 22:30:45 UTC

Description The PasswordReset.Controllers.ResetController.ChangePasswordIndex method in PasswordReset.dll in Dovestones AD Self Password Reset before 3.0.4.0 allows remote attackers to reset arbitrary passwords via a crafted request with a valid username.

Risk And Classification

Primary CVSS: v3.0 10 CRITICAL from nvd@nist.gov

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H

Problem Types: CWE-264 | n/a

Version Source Type Score Severity Vector

3.0 nvd@nist.gov Primary 10 CRITICAL CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H

2.0 nvd@nist.gov Primary 7.5 AV:N/AC:L/Au:N/C:P/I:P/A:P

CVSS v3.0 Breakdown

Attack Vector

Network

Attack Complexity

Low

Privileges Required

None

User Interaction

None

Scope

Changed

Confidentiality

High

Integrity

High

Availability

https://cve.report/
https://cve.report/CVE-2015-8267/mitre
https://cve.report/CVE-2015-8267/nist
https://cve.report/CVE-2015-8267/cve_org
https://cve.report/api/cve/CVE-2015-8267.json
https://cve.report/CVE-2015-8267.pdf


CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H

CVSS v2.0 Breakdown

AV:N/AC:L/Au:N/C:P/I:P/A:P

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Dovestones Ad Self Password Reset All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

References

Reference

Vulnerability Note VU#757840 - Dovestones Software AD Self Password Reset fails to properly restrict password reset request to authorized users

Dovestones AD Self Password Reset 'PasswordReset.dll' Security Bypass Vulnerability

Security vulnerability in AD Self Password Reset versions older than 3.0.3.0 - Dovestones Software

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

High

Access Vector

Network

Access Complexity

Low

Authentication

None

Confidentiality

Partial

Integrity

Partial

Availability

Partial

http://cve.report/vendor/dovestones
http://cve.report/software/dovestones/ad_self_password_reset
http://cve.report/vendor/na
http://cve.report/software/na/n/a
https://www.kb.cert.org/vuls/id/757840
http://www.securityfocus.com/bid/79642
http://www.dovestones.com/security-vulnerability-in-ad-self-password-reset-v3-0-3-0/
https://www.cve.org/CVERecord?id=CVE-2015-8267
https://nvd.nist.gov/vuln/detail/CVE-2015-8267
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