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CVE CVE-2015-8277
State PUBLIC
Assigner cert@cert.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-02-24 03:59:00 UTC
Updated 2018-08-07 01:29:00 UTC
Description Multiple buffer overflows in (1) Imgrd and (2) Vendor Daemon in Flexera FlexNet Publisher before 11.13.1.2 Security Updat

/ |

1|

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Flexerasoftware Flexnet Publisher All All All All

Reference Source Link
sw.aveva.com/hubfs/assets-2018/pdf/security-bulletin/SecurityBulletin_LFSe... MISC sw.aveva.c
Citrix Licensing Security Updates to Address CVE-2015-8277 CONFIRM support.cit|
Vulnerability Note VU#485744 - Flexera Software FlexNet Publisher Imgrd contains a buffer overflow vulnerability = CERT-VN www.kb.ce
CVE-2015-8277 — Securifera MISC Www.secul
This is the Legacy Answer page, redirecting you to the new page. CONFIRM rockwellau
Citrix License Server Buffer Overflow Lets Remote Users Execute Arbitrary Code - SecurityTracker SECTRACK www.secul
Flexera Software FlexNet Publisher CVE-2015-8277 Buffer Overflow Vulnerability BID WWW.Secul
AVEVA Wonderware License Server | CISA MISC ics-cert.us-
Rockwell Automation FactoryTalk Activation Manager (Update B) | CISA MISC ics-cert.us-
Security Mumblings: Finding CVE-2015-8277 in FlexNet Publisher MISC securitymu
CVE Program record CVE.ORG WWW.CvVe.C
NVD vulnerability detail NVD nvd.nist.gc
‘ ]



https://cve.report/
https://cve.report/CVE-2015-8277/mitre
https://cve.report/CVE-2015-8277/nist
https://cve.report/CVE-2015-8277/cve_org
https://cve.report/CVE-2015-8277.pdf
http://cve.report/vendor/flexerasoftware
http://cve.report/software/flexerasoftware/flexnet_publisher
https://sw.aveva.com/hubfs/assets-2018/pdf/security-bulletin/SecurityBulletin_LFSec129.pdf
http://support.citrix.com/article/CTX207824
http://www.kb.cert.org/vuls/id/485744
https://www.securifera.com/advisories/cve-2015-8277
https://rockwellautomation.custhelp.com/app/answers/detail/a_id/1073133
http://www.securitytracker.com/id/1035266
http://www.securityfocus.com/bid/83334
https://ics-cert.us-cert.gov/advisories/ICSA-18-212-05
https://ics-cert.us-cert.gov/advisories/ICSA-18-102-02
http://securitymumblings.blogspot.com/2016/02/cve-2015-8277.html
https://www.cve.org/CVERecord?id=CVE-2015-8277
https://nvd.nist.gov/vuln/detail/CVE-2015-8277

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY

consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
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