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assanmcencrrnunsuennan — Gertain versions of Linux Kernel from Linux contain the following
’ vulnerability:

The ext4 implementation in the Linux kernel before 2.6.34 does not
properly track the initialization of certain data structures, which allows
physically proximate attackers to cause a denial of service (NULL
pointer dereference and panic) via a crafted USB device, related to the
ext4 fill_super function.

CVE-2015-8324 has been assigned by & secalert@redhat.com to track the vulnerability - currently rated as severity.

CVSS3 Score: 4.6- MEDIUM

Attack Attack Privileges User
Vector Complexity Required Interaction
Low [ NONE | [ NON |
Scope Confidentiality Integrity Availability

Impact Impact Impact

[ NONE | =3 [ HIGH |

CVSS2 Score: [#SEMEDIUM)
Access Access Authentication
Vector Complexity
Low [ NONE |

Confidentiality Integrity Availability
Impact Impact Impact
[NONE_ [ NONE |

CVE References

Description Tags Link
CVE-2015-8324 - Red & MISC access.redhat.com/security/cve/CVE-2015-8324
Hat Customer Portal

Rad Hat Ciictnmar Partal | ok o nhi o o ma RFNHAT RHQA_2N1AR-NRRR


https://cve.report/
https://cve.report/CVE-2015-8324/mitre
https://cve.report/CVE-2015-8324/nist
https://cve.report/CVE-2015-8324/cve_org
https://cve.report/CVE-2015-8324.pdf
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://access.redhat.com/security/cve/CVE-2015-8324
https://web.archive.org/web/2015/http://rhn.redhat.com/errata/RHSA-2016-0855.html

PIeU e Dusioni 1 unen oo T R O VIRV
ext4: use [ Patch | () CONFIRM

ext4_get_block_write in github.com/torvalds/linux/commit/744692dc059845b2a3022119871846e74d4f6e11
buffer write - [ github.com |

torvalds/linux@744692d -

GitHub

Oracle Linux Bulletin - O CONFIRM www.oracle.com/technetwork/topics/security/linuxbulletinapr2016-
April 2016 2952096.html

404 Not Found () CONFIRM mirror.linux.org.au/linux/kernel/v2.6/Changelog-2.6.34
oss-security - CVE ¢ > MLIST [oss-security] 20151123 CVE request -- linux kernel: Null pointer
request -- linux kernel: dereference when mounting ext4 filesystem

Null pointer dereference

when mounting ext4

filesystem

Red Hat Customer Portal & MISC access.redhat.com/errata/RHSA-2016:0855

1267261 — (CVE-2015- (%) CONFIRM bugzilla.redhat.com/show_bug.cgi?id=1267261

8324) CVE-2015-8324

kernel: Null pointer

dereference when

mounting ext4

kernel/git/torvalds/linux.git () CONFIRM git.kernel.org/cgit/linux/kernel/git/torvalds/linux.git/commit/?

- Linux kernel source tree id=744692dc059845b2a3022119871846e74d4f6e11

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Linux Linux Kernel All All All All
System

No vendor comments have been submitted for this CVE
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completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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site. This site includes MITRE data granted under the following license.
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