
CVE-2015-8327
MITRE  NVD  CVE.ORG  Print: PDF 

Summary

CVE CVE-2015-8327

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-12-17 19:59:00 UTC

Updated 2018-10-30 16:27:00 UTC

Description Incomplete blacklist vulnerability in util.c in foomatic-rip in cups-filters 1.0.42 before 1.2.0 and in foomatic-filters in Foomatic 4.0.x allows remote attackers to execute arbitrary commands via ` (backtick) characters in a print job.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 12.04 All All All

Operating System Canonical Ubuntu Linux 14.04 All All All

Operating System Canonical Ubuntu Linux 15.04 All All All

Operating System Canonical Ubuntu Linux 15.10 All All All

Operating System Canonical Ubuntu Linux 12.04 All All All

Operating System Canonical Ubuntu Linux 14.04 All All All

Operating System Canonical Ubuntu Linux 15.04 All All All

Operating System Canonical Ubuntu Linux 15.10 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Application Linuxfoundation Cups-filters 1.0.42 All All All

Application Linuxfoundation Cups-filters 1.0.43 All All All

Application Linuxfoundation Cups-filters 1.0.44 All All All

Application Linuxfoundation Cups-filters 1.0.45 All All All

Application Linuxfoundation Cups-filters 1.0.46 All All All

Application Linuxfoundation Cups-filters 1.0.47 All All All

Application Linuxfoundation Cups-filters 1.0.48 All All All
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Application Linuxfoundation Cups-filters 1.0.48 All All All

Application Linuxfoundation Cups-filters 1.0.49 All All All

Application Linuxfoundation Cups-filters 1.0.50 All All All

Application Linuxfoundation Cups-filters 1.0.51 All All All

Application Linuxfoundation Cups-filters 1.0.52 All All All

Application Linuxfoundation Cups-filters 1.0.53 All All All

Application Linuxfoundation Cups-filters 1.0.54 All All All

Application Linuxfoundation Cups-filters 1.0.55 All All All

Application Linuxfoundation Cups-filters 1.0.56 All All All

Application Linuxfoundation Cups-filters 1.0.57 All All All

Application Linuxfoundation Cups-filters 1.0.58 All All All

Application Linuxfoundation Cups-filters 1.0.59 All All All

Application Linuxfoundation Cups-filters 1.0.60 All All All

Application Linuxfoundation Cups-filters 1.0.61 All All All

Application Linuxfoundation Cups-filters 1.0.62 All All All

Application Linuxfoundation Cups-filters 1.0.63 All All All

Application Linuxfoundation Cups-filters 1.0.64 All All All

Application Linuxfoundation Cups-filters 1.0.65 All All All

Application Linuxfoundation Cups-filters 1.0.66 All All All

Application Linuxfoundation Cups-filters 1.0.67 All All All

Application Linuxfoundation Cups-filters 1.0.68 All All All

Application Linuxfoundation Cups-filters 1.0.69 All All All

Application Linuxfoundation Cups-filters 1.0.70 All All All

Application Linuxfoundation Cups-filters 1.0.71 All All All

Application Linuxfoundation Cups-filters 1.0.72 All All All

Application Linuxfoundation Cups-filters 1.0.73 All All All

Application Linuxfoundation Cups-filters 1.0.74 All All All

Application Linuxfoundation Cups-filters 1.0.75 All All All

Application Linuxfoundation Cups-filters 1.0.76 All All All

Application Linuxfoundation Cups-filters 1.1.0 All All All

Application Linuxfoundation Cups-filters 1.0.42 All All All

Application Linuxfoundation Cups-filters 1.0.43 All All All

Application Linuxfoundation Cups-filters 1.0.44 All All All

Application Linuxfoundation Cups-filters 1.0.45 All All All

Application Linuxfoundation Cups-filters 1.0.46 All All All

Application Linuxfoundation Cups-filters 1.0.47 All All All

http://cve.report/vendor/linuxfoundation
http://cve.report/software/linuxfoundation/cups-filters
http://cve.report/vendor/linuxfoundation
http://cve.report/software/linuxfoundation/cups-filters
http://cve.report/vendor/linuxfoundation
http://cve.report/software/linuxfoundation/cups-filters
http://cve.report/vendor/linuxfoundation
http://cve.report/software/linuxfoundation/cups-filters
http://cve.report/vendor/linuxfoundation
http://cve.report/software/linuxfoundation/cups-filters
http://cve.report/vendor/linuxfoundation
http://cve.report/software/linuxfoundation/cups-filters
http://cve.report/vendor/linuxfoundation
http://cve.report/software/linuxfoundation/cups-filters
http://cve.report/vendor/linuxfoundation
http://cve.report/software/linuxfoundation/cups-filters
http://cve.report/vendor/linuxfoundation
http://cve.report/software/linuxfoundation/cups-filters
http://cve.report/vendor/linuxfoundation
http://cve.report/software/linuxfoundation/cups-filters
http://cve.report/vendor/linuxfoundation
http://cve.report/software/linuxfoundation/cups-filters
http://cve.report/vendor/linuxfoundation
http://cve.report/software/linuxfoundation/cups-filters
http://cve.report/vendor/linuxfoundation
http://cve.report/software/linuxfoundation/cups-filters
http://cve.report/vendor/linuxfoundation
http://cve.report/software/linuxfoundation/cups-filters
http://cve.report/vendor/linuxfoundation
http://cve.report/software/linuxfoundation/cups-filters
http://cve.report/vendor/linuxfoundation
http://cve.report/software/linuxfoundation/cups-filters
http://cve.report/vendor/linuxfoundation
http://cve.report/software/linuxfoundation/cups-filters
http://cve.report/vendor/linuxfoundation
http://cve.report/software/linuxfoundation/cups-filters
http://cve.report/vendor/linuxfoundation
http://cve.report/software/linuxfoundation/cups-filters
http://cve.report/vendor/linuxfoundation
http://cve.report/software/linuxfoundation/cups-filters
http://cve.report/vendor/linuxfoundation
http://cve.report/software/linuxfoundation/cups-filters
http://cve.report/vendor/linuxfoundation
http://cve.report/software/linuxfoundation/cups-filters
http://cve.report/vendor/linuxfoundation
http://cve.report/software/linuxfoundation/cups-filters
http://cve.report/vendor/linuxfoundation
http://cve.report/software/linuxfoundation/cups-filters
http://cve.report/vendor/linuxfoundation
http://cve.report/software/linuxfoundation/cups-filters
http://cve.report/vendor/linuxfoundation
http://cve.report/software/linuxfoundation/cups-filters
http://cve.report/vendor/linuxfoundation
http://cve.report/software/linuxfoundation/cups-filters
http://cve.report/vendor/linuxfoundation
http://cve.report/software/linuxfoundation/cups-filters
http://cve.report/vendor/linuxfoundation
http://cve.report/software/linuxfoundation/cups-filters
http://cve.report/vendor/linuxfoundation
http://cve.report/software/linuxfoundation/cups-filters
http://cve.report/vendor/linuxfoundation
http://cve.report/software/linuxfoundation/cups-filters
http://cve.report/vendor/linuxfoundation
http://cve.report/software/linuxfoundation/cups-filters
http://cve.report/vendor/linuxfoundation
http://cve.report/software/linuxfoundation/cups-filters
http://cve.report/vendor/linuxfoundation
http://cve.report/software/linuxfoundation/cups-filters
http://cve.report/vendor/linuxfoundation
http://cve.report/software/linuxfoundation/cups-filters


Application Linuxfoundation Cups-filters 1.0.48 All All All

Application Linuxfoundation Cups-filters 1.0.49 All All All

Application Linuxfoundation Cups-filters 1.0.50 All All All

Application Linuxfoundation Cups-filters 1.0.51 All All All

Application Linuxfoundation Cups-filters 1.0.52 All All All

Application Linuxfoundation Cups-filters 1.0.53 All All All

Application Linuxfoundation Cups-filters 1.0.54 All All All

Application Linuxfoundation Cups-filters 1.0.55 All All All

Application Linuxfoundation Cups-filters 1.0.56 All All All

Application Linuxfoundation Cups-filters 1.0.57 All All All

Application Linuxfoundation Cups-filters 1.0.58 All All All

Application Linuxfoundation Cups-filters 1.0.59 All All All

Application Linuxfoundation Cups-filters 1.0.60 All All All

Application Linuxfoundation Cups-filters 1.0.61 All All All

Application Linuxfoundation Cups-filters 1.0.62 All All All

Application Linuxfoundation Cups-filters 1.0.63 All All All

Application Linuxfoundation Cups-filters 1.0.64 All All All

Application Linuxfoundation Cups-filters 1.0.65 All All All

Application Linuxfoundation Cups-filters 1.0.66 All All All

Application Linuxfoundation Cups-filters 1.0.67 All All All

Application Linuxfoundation Cups-filters 1.0.68 All All All

Application Linuxfoundation Cups-filters 1.0.69 All All All

Application Linuxfoundation Cups-filters 1.0.70 All All All

Application Linuxfoundation Cups-filters 1.0.71 All All All

Application Linuxfoundation Cups-filters 1.0.72 All All All

Application Linuxfoundation Cups-filters 1.0.73 All All All

Application Linuxfoundation Cups-filters 1.0.74 All All All

Application Linuxfoundation Cups-filters 1.0.75 All All All

Application Linuxfoundation Cups-filters 1.0.76 All All All

Application Linuxfoundation Cups-filters 1.1.0 All All All

Application Linuxfoundation Foomatic-filters 4.0.0 All All All

Application Linuxfoundation Foomatic-filters 4.0.1 All All All

Application Linuxfoundation Foomatic-filters 4.0.10 All All All

Application Linuxfoundation Foomatic-filters 4.0.11 All All All

Application Linuxfoundation Foomatic-filters 4.0.12 All All All

Application Linuxfoundation Foomatic-filters 4.0.13 All All All
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Application Linuxfoundation Foomatic-filters 4.0.13 All All All

Application Linuxfoundation Foomatic-filters 4.0.14 All All All

Application Linuxfoundation Foomatic-filters 4.0.15 All All All

Application Linuxfoundation Foomatic-filters 4.0.16 All All All

Application Linuxfoundation Foomatic-filters 4.0.17 All All All

Application Linuxfoundation Foomatic-filters 4.0.2 All All All

Application Linuxfoundation Foomatic-filters 4.0.3 All All All

Application Linuxfoundation Foomatic-filters 4.0.4 All All All

Application Linuxfoundation Foomatic-filters 4.0.5 All All All

Application Linuxfoundation Foomatic-filters 4.0.6 All All All

Application Linuxfoundation Foomatic-filters 4.0.7 All All All

Application Linuxfoundation Foomatic-filters 4.0.8 All All All

Application Linuxfoundation Foomatic-filters 4.0.9 All All All

Application Linuxfoundation Foomatic-filters 4.0.0 All All All

Application Linuxfoundation Foomatic-filters 4.0.1 All All All

Application Linuxfoundation Foomatic-filters 4.0.10 All All All

Application Linuxfoundation Foomatic-filters 4.0.11 All All All

Application Linuxfoundation Foomatic-filters 4.0.12 All All All

Application Linuxfoundation Foomatic-filters 4.0.13 All All All

Application Linuxfoundation Foomatic-filters 4.0.14 All All All

Application Linuxfoundation Foomatic-filters 4.0.15 All All All

Application Linuxfoundation Foomatic-filters 4.0.16 All All All

Application Linuxfoundation Foomatic-filters 4.0.17 All All All

Application Linuxfoundation Foomatic-filters 4.0.2 All All All

Application Linuxfoundation Foomatic-filters 4.0.3 All All All

Application Linuxfoundation Foomatic-filters 4.0.4 All All All

Application Linuxfoundation Foomatic-filters 4.0.5 All All All

Application Linuxfoundation Foomatic-filters 4.0.6 All All All

Application Linuxfoundation Foomatic-filters 4.0.7 All All All

Application Linuxfoundation Foomatic-filters 4.0.8 All All All

Application Linuxfoundation Foomatic-filters 4.0.9 All All All

Operating System Redhat Enterprise Linux Desktop 6.0 All All All

Operating System Redhat Enterprise Linux Desktop 6.0 All All All

Operating System Redhat Enterprise Linux Hpc Node 6.0 All All All

Operating System Redhat Enterprise Linux Hpc Node 6.0 All All All

Operating System Redhat Enterprise Linux Server 6.0 All All All
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Operating System Redhat Enterprise Linux Server 6.0 All All All

Operating System Redhat Enterprise Linux Server Eus 6.7.z All All All

Operating System Redhat Enterprise Linux Server Eus 6.7.z All All All

Operating System Redhat Enterprise Linux Workstation 6.0 All All All

Operating System Redhat Enterprise Linux Workstation 6.0 All All All

References

Reference Source Link Tags

bzr.linuxfoundation.org/loggerhead/openprinting/cups-filters/annotate/head:/NEWS CONFIRM bzr.linuxfoundation.org Vendor Advisory

Debian -- Security Information -- DSA-3411-1 cups-filters DEBIAN www.debian.org

USN-2831-1: cups-filters vulnerability | Ubuntu UBUNTU www.ubuntu.com

Oracle Linux Bulletin - April 2016 CONFIRM www.oracle.com

USN-2831-2: foomatic-filters vulnerability | Ubuntu UBUNTU www.ubuntu.com

Red Hat Customer Portal REDHAT rhn.redhat.com

cups-filters 1.2.0 released! MLIST lists.debian.org

Debian -- Security Information -- DSA-3429-1 foomatic-filters DEBIAN www.debian.org

#806886 - CVE-2015-8327 Insufficient script injection prevention - Debian Bug report logs CONFIRM bugs.debian.org

openSUSE-SU-2016:0179-1: moderate: Security update for cups-filters SUSE lists.opensuse.org

Re: cups-filters 1.2.0 released! MLIST lists.debian.org

bzr.linuxfoundation.org/loggerhead/openprinting/cups-filters/revision/7406 CONFIRM bzr.linuxfoundation.org

cups-filters CVE-2015-8327 Arbitrary Command Execution Vulnerability BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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CVE.report and Source URL Uptime Status status.cve.report

296091 Oracle Solaris 11.4 Support Repository Update (SRU) 6.1.4 Missing (CPUJAN2019)
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