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Composer before 2016-02-10 allows cache poisoning from other projects built on the same host. This results in attacker-co
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Risk And Classification

Problem Types: CWE-345

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

References

Vendor Product Version Update Edition Language
Getcomposer Composer 1.0.0 alphat All All
Getcomposer Composer 1.0.0 alphal0 All All
Getcomposer Composer 1.0.0 alphati All All
Getcomposer Composer 1.0.0 alpha2 All All
Getcomposer Composer 1.0.0 alpha3 All All
Getcomposer Composer 1.0.0 alpha4 All All
Getcomposer Composer 1.0.0 alphab All All
Getcomposer Composer 1.0.0 alphaé All All
Getcomposer Composer 1.0.0 alpha7 All All
Getcomposer Composer 1.0.0 alpha8 All All
Getcomposer Composer 1.0.0 alpha9 All All

Reference

Source

packagist/composer/composer/CVE-2015-8371.yml - main - GitLab.org / GitLab Advisory Database Open Source Edition - Gittab MISC
github.com/FriendsOfPHP/security-advisories/blob/e26be423c5bcfdb38478d2f... MISC

composer/composer: Dependency Manager for PHP - GitHub MISC
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Flyingmanas little World — Composer Cache Injection vulnerability - CVE-2015-8371 MISC
CVE Program record CVE.ORC
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

995321 PHP (Composer) Security Update for composer/composer (GHSA-725m-w832-q973)
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