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Summary

CVE CVE-2015-8371

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-09-21 06:15:00 UTC

Updated 2023-09-29 04:26:00 UTC

Description Composer before 2016-02-10 allows cache poisoning from other projects built on the same host. This results in attacker-controlled code entering a server-side build process. The issue occurs because of the way that dist packages are cached. The cache key is derived from the package name, the dist type, and certain other data from the package repository (which may simply be a commit hash, and thus can be found by an attacker). Versions through 1.0.0-alpha11 are affected, and 1.0.0 is unaffected.

Risk And Classification

Problem Types: CWE-345

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Getcomposer Composer 1.0.0 alpha1 All All

Application Getcomposer Composer 1.0.0 alpha10 All All

Application Getcomposer Composer 1.0.0 alpha11 All All

Application Getcomposer Composer 1.0.0 alpha2 All All

Application Getcomposer Composer 1.0.0 alpha3 All All

Application Getcomposer Composer 1.0.0 alpha4 All All

Application Getcomposer Composer 1.0.0 alpha5 All All

Application Getcomposer Composer 1.0.0 alpha6 All All

Application Getcomposer Composer 1.0.0 alpha7 All All

Application Getcomposer Composer 1.0.0 alpha8 All All

Application Getcomposer Composer 1.0.0 alpha9 All All

References

Reference Source

packagist/composer/composer/CVE-2015-8371.yml · main · GitLab.org / GitLab Advisory Database Open Source Edition · GitLab MISC

github.com/FriendsOfPHP/security-advisories/blob/e26be423c5bcfdb38478d2f... MISC

composer/composer: Dependency Manager for PHP - GitHub MISC
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Flyingmanas little World — Composer Cache Injection vulnerability - CVE-2015-8371 MISC

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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