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CVE CVE-2015-8382
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback
Published 2015-12-02 01:59:00 UTC
Updated 2023-11-07 02:28:00 UTC

Description The match function in pcre_exec.c in PCRE before 8.37 mishandles the /(?:((abcd))|(((?:(?:(?:(?:abc|(?:abcdef))))b)abcdefg
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Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Pcre Perl Compatible Regular Expression Library 8.36 All All All

Application Pcre Perl Compatible Regular Expression Library 8.36 All All All

Reference Source

Bug 1187225 — CVE-2015-8382 php: Regular Expression Uninitialized Pointer Information Disclosure Vulnerability (ZDI-CAN-2547) CONFIF

Bug 1537 — pcre_exec does not fill offsets for certain regexps CONFIF
PHP PCRE Extension 'trunk/pcre_exec.c' Information Disclosure Vulnerability BID
ViewVC Exception CONFIF
Broadcom Support Portal CONFIF
208.43.231.11 Git - php-src.git/commit CONFIF
oss-security - Re: CVE Request: Information disclosure in pcre MLIST

208.43.231.11 Git - php-src.git/commit

ViewVC Exception CONFIF
oss-security - Re: Heap Overflow in PCRE MLIST
CVE Program record CVE.OF

NVD vulnerability detail NVD



https://cve.report/
https://cve.report/CVE-2015-8382/mitre
https://cve.report/CVE-2015-8382/nist
https://cve.report/CVE-2015-8382/cve_org
https://cve.report/CVE-2015-8382.pdf
http://cve.report/vendor/pcre
http://cve.report/software/pcre/perl_compatible_regular_expression_library
http://cve.report/vendor/pcre
http://cve.report/software/pcre/perl_compatible_regular_expression_library
https://bugzilla.redhat.com/show_bug.cgi?id=1187225
https://bugs.exim.org/show_bug.cgi?id=1537
http://www.securityfocus.com/bid/76157
http://vcs.pcre.org/pcre/code/trunk/ChangeLog?view=markup
https://bto.bluecoat.com/security-advisory/sa128
http://git.php.net/?p=php-src.git;a=commit;h=c351b47ce85a3a147cfa801fa9f0149ab4160834
http://www.openwall.com/lists/oss-security/2015/08/04/3
http://git.php.net/?p=php-src.git%253Ba=commit%253Bh=c351b47ce85a3a147cfa801fa9f0149ab4160834
http://vcs.pcre.org/pcre/code/trunk/pcre_exec.c?r1=1502&r2=1510
http://www.openwall.com/lists/oss-security/2015/11/29/1
https://www.cve.org/CVERecord?id=CVE-2015-8382
https://nvd.nist.gov/vuln/detail/CVE-2015-8382
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
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