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Source: Mitre  Source: NIST  CVE.ORG  Print: PDF 

Certain versions of Grassroots Dicom from Grassroots Dicom Project
contain the following vulnerability:

The JPEGLSCodec::DecodeExtent function in
MediaStorageAndFileFormat/gdcmJPEGLSCodec.cxx in Grassroots
DICOM (aka GDCM) before 2.6.2 allows remote attackers to obtain
sensitive information from process memory or cause a denial of service
(application crash) via an embedded JPEG-LS image with dimensions

larger than the selected region in a (1) two-dimensional or (2) three-dimensional DICOM
image file, which triggers an out-of-bounds read.

CVSS3 Score: 8.2 - HIGH
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UNCHANGED LOW NONE HIGH

CVSS2 Score: 6.4 - MEDIUM
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PARTIAL NONE PARTIAL

CVE References

Description Tags Link

Grassroots DICOM / Re: Exploit  MLIST [gdcm-developers] 20151221 Re: [Gdcm2] GDCM <2.6.1 two

CVE-2015-8397 has been assigned by  cve@mitre.org to track the vulnerability - currently rated as HIGH  severity.
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https://cve.report/
https://cve.report/CVE-2015-8397/mitre
https://cve.report/CVE-2015-8397/nist
https://cve.report/CVE-2015-8397/cve_org
https://cve.report/CVE-2015-8397.pdf
http://cve.report/software/grassroots_dicom_project/grassroots_dicom
http://cve.report/vendor/grassroots_dicom_project
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/


← Previous ID Next ID→

Grassroots DICOM / Re:
[Gdcm2] GDCM <2.6.1 two
vulnerabilites

Exploit

Third Party Advisory

sourceforge.net

text/html

 MLIST [gdcm-developers] 20151221 Re: [Gdcm2] GDCM <2.6.1 two
vulnerabilites

Grassroots DICOM / Gdcm /
Commit [e547b1]

Patch

Third Party Advisory

sourceforge.net

text/html

 CONFIRM
sourceforge.net/p/gdcm/gdcm/ci/e547b1ded3fd21e0b0ad149f13045aa12d4b9b7c/

Full Disclosure: CVE-2015-
8397: GDCM out-of-bounds
read in
JPEGLSCodec::DecodeExtent

Mailing List

Third Party Advisory

seclists.org

text/html

 FULLDISC 20160111 CVE-2015-8397: GDCM out-of-bounds read in
JPEGLSCodec::DecodeExtent

GDCM 2.6.0 / 2.6.1 Out-Of-
Bounds Read ≈ Packet Storm

Third Party Advisory

VDB Entry

packetstormsecurity.com

text/html

 MISC packetstormsecurity.com/files/135206/GDCM-2.6.0-2.6.1-Out-Of-
Bounds-Read.html

CENSUS | GDCM out of
bounds read in
JPEGLSCodec ::
DecodeExtent

Exploit

Third Party Advisory

census-labs.com

text/html

 MISC census-labs.com/news/2016/01/11/gdcm-out-bounds-read-jpeglscodec-
decodeextent/

SecurityFocus Third Party Advisory

VDB Entry

web.archive.org

text/html

Inactive Link Not Archived

 BUGTRAQ 20160111 CVE-2015-8397: GDCM out-of-bounds read in
JPEGLSCodec::DecodeExtent

Grassroots DICOM / [Gdcm2]
GDCM <2.6.1 two
vulnerabilites

Exploit

Third Party Advisory

sourceforge.net

text/html

 MLIST [gdcm-developers] 20151204 [Gdcm2] GDCM <2.6.1 two vulnerabilites

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Grassroots Dicom Project Grassroots Dicom All All All All

Application Grassroots Dicom Project Grassroots Dicom All All All All

No vendor comments have been submitted for this CVE

cpe:2.3:a:grassroots_dicom_project:grassroots_dicom:*:*:*:*:*:*:*:*:

cpe:2.3:a:grassroots_dicom_project:grassroots_dicom:*:*:*:*:*:*:*:*:

http://sourceforge.net/p/gdcm/mailman/message/34687533/
http://sourceforge.net/p/gdcm/gdcm/ci/e547b1ded3fd21e0b0ad149f13045aa12d4b9b7c/
http://seclists.org/fulldisclosure/2016/Jan/33
http://packetstormsecurity.com/files/135206/GDCM-2.6.0-2.6.1-Out-Of-Bounds-Read.html
http://census-labs.com/news/2016/01/11/gdcm-out-bounds-read-jpeglscodec-decodeextent/
https://web.archive.org/web/2015/http://www.securityfocus.com/archive/1/537263/100/0/threaded
http://sourceforge.net/p/gdcm/mailman/message/34670701/
mailto:%20comment@cve.report
http://cve.report/vendor/grassroots_dicom_project
http://cve.report/software/grassroots_dicom_project/grassroots_dicom
http://cve.report/vendor/grassroots_dicom_project
http://cve.report/software/grassroots_dicom_project/grassroots_dicom
https://cve.report/CVE-2015-8396
https://cve.report/CVE-2015-8398
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