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Summary

CVE CVE-2015-8481

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-01-08 19:59:00 UTC

Updated 2022-03-28 13:04:00 UTC

Description Atlassian JIRA Software 7.0.3, JIRA Core 7.0.3, and the bundled JIRA Service Desk 3.0.3 installer attaches the wrong image to e-mail notifications when a user views an issue with inline wiki markup referencing an image attachment, which might allow remote attackers to obtain sensitive information by updating a different issue that includes wiki markup for an external image reference.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Atlassian Jira 7.0.3 All All All

Application Atlassian Jira 7.0.3 All All All

Application Atlassian Jira Core 7.0.3 All All All

Application Atlassian Jira Core 7.0.3 All All All

Application Atlassian Jira Server 7.0.3 All All All

Application Atlassian Jira Service Desk 3.0.3 All All All

Application Atlassian Jira Service Desk 3.0.3 All All All

References

Reference Source Link

JIRA Security Advisory 2015-12-09 - Atlassian Documentation CONFIRM confluence.atlassian.com

[JRASERVER-47557] JIRA is sending attachments of unrelated issues on notifications received by e-mail - Atlassian JIRA CONFIRM jira.atlassian.com

Atlassian JIRA CVE-2015-8481 Email Image Attachment Security Bypass Vulnerability BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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