CVE

State

Assigner
Source Priority
Published
Updated

Description

/

CVE-2015-8509

MITRE NVD CVE.ORG Print: PDF %5

CVE-2015-8509

PUBLIC

security@mozilla.org

CVE Program / NVD first with legacy fallback
2016-01-03 05:59:00 UTC

2016-12-07 18:28:00 UTC

Template.pm in Bugzilla 2.x, 3.x, and 4.x before 4.2.16, 4.3.x and 4.4.x before 4.4.11, and 4.5.x and 5.0.x before 5.0.2 does
| |

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Mozilla Bugzilla 2.0 All All All
Mozilla Bugzilla 2.10 All All All
Mozilla Bugzilla 2.12 All All All
Mozilla Bugzilla 2.14 All All All
Mozilla Bugzilla 2.141 All All All
Mozilla Bugzilla 2.14.2 All All All
Mozilla Bugzilla 2.14.3 All All All
Mozilla Bugzilla 2.14.4 All All All
Mozilla Bugzilla 2.145 All All All
Mozilla Bugzilla 2.16 All All All
Mozilla Bugzilla 2.16.1 All All All
Mozilla Bugzilla 2.16.10 All All All
Mozilla Bugzilla 2.16.11 All All All
Mozilla Bugzilla 2.16.2 All All All
Mozilla Bugzilla 2.16.3 All All All
Mozilla Bugzilla 2.16.4 All All All
Mozilla Bugzilla 2.16.5 All All All
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Application Mozilla Bugzilla 4.2.12 All All All

Application Mozilla Bugzilla 4.2.13 All All All

Application Mozilla Bugzilla 4.2.14 All All All

Application Mozilla Bugzilla 4.2.15 All All All

Application Mozilla Bugzilla 422 All All All

Application Mozilla Bugzilla 4.2.3 All All All

Application Mozilla Bugzilla 424 All All All

Application Mozilla Bugzilla 425 All All All
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Application Mozilla Bugzilla 4.2.8 All All All
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Application Mozilla Bugzilla 4.410 All All All

Application Mozilla Bugzilla 4.4.2 All All All
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Application Mozilla Bugzilla 4.4.4 All All All

Application Mozilla Bugzilla 445 All All All
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Application Mozilla Bugzilla 5.0 All All All

Application Mozilla Bugzilla 5.0.1 All All All

Reference Source
1232785 — (CVE-2015-8509) [SECURITY] Buglists in CSV format can be parsed as valid javascript in some browsers CONFIRM
Bugzilla Cross Site Scripting / Information Leak ~ Packet Storm MISC
Bugzilla Lets Remote Users Obtain Potentially Sensitive Information and Conduct Cross-Site Scripting Attacks - SecurityTracker SECTRAC
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Bugzilla CVE-2015-8509 Information Disclosure Vulnerability BID

5.0.1, 4.4.10, and 4.2.15 Security Advisory :: Bugzilla :: bugzilla.org CONFIRM
Bugtraq: Security advisory for Bugzilla 5.0.2, 4.4.11 and 4.2.16 BUGTRAC
CVE Program record CVE.ORG
NVD vulnerability detail NVD

/]

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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