CVE-2015-8540

MITRE

NVD

CVE.ORG

Print: PDF %5

CVE

State

Assigner
Source Priority
Published
Updated

Description

/

CVE-2015-8540
PUBLIC

cve@mitre.org

CVE Program / NVD first with legacy fallback
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Integer underflow in the png_check_keyword function in pngwautil.c in libpng 0.90 through 0.99, 1.0.x before 1.0.66, 1.1.x ar

Risk And Classification
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Application Libpng Libpng 1.5.5 All All All
Application Libpng Libpng 1.5.5 beta All All
Application Libpng Libpng 1.5.6 All All All
Application Libpng Libpng 1.5.6 beta All All
Application Libpng Libpng 1.5.7 All All All
Application Libpng Libpng 1.5.7 beta All All
Application Libpng Libpng 1.5.8 All All All
Application Libpng Libpng 1.5.8 beta All All
Application Libpng Libpng 1.5.9 All All All
Application Libpng Libpng 1.5.9 beta All All
Operating System Redhat Enterprise Linux Desktop Supplementary 5.0 All All All
Operating System Redhat Enterprise Linux Desktop Supplementary 6.0 All All All
Operating System Redhat Enterprise Linux Desktop Supplementary 5.0 All All All
Operating System Redhat Enterprise Linux Desktop Supplementary 6.0 All All All
Operating System Redhat Enterprise Linux Hpc Node 6.0 All All All
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Operating System Redhat Enterprise Linux Server Supplementary 5.0 All All All
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Reference

Debian -- Security Information -- DSA-3443-1 libpng

LIBPNG: PNG reference library / Code / Commit [d9006f]

PNG reference library: libpng - Browse /libpng10/1.0.66 at SourceForge.net

libpng 'pngwutil.c’ Underflow Read Remote Code Execution Vulnerability

[bookkeeper-issues] 20210628 [GitHub] [bookkeeper] padma81 opened a new issue #2746: Security Vulnerabilities in CentOS 7 image, Upgr:
Pony Mail!

oss-security - Re: CVE request - read underflow in libpng 1.2.55, 1.0.65, 1.4.18, and 1.5.25 (pngwutil.c)
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http://sourceforge.net/projects/libpng/files/libpng10/1.0.66/
http://www.securityfocus.com/bid/80592
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http://www.openwall.com/lists/oss-security/2015/12/10/7

libpng: Multiple vulnerabilities (GLSA 201611-08) — Gentoo security

[SECURITY] Fedora 23 Update: libpng10-1.0.66-1.fc23

LIBPNG: PNG reference library - Browse Files at SourceForge.net

PNG reference library: libpng - Browse /libpng12/1.2.56 at SourceForge.net

oss-security - CVE request - read underflow in libpng 1.2.55, 1.0.65, 1.4.18, and 1.5.25 (pngwaultil.c)

Pony Mail!

[bookkeeper-issues] 20210629 [GitHub] [bookkeeper] padma81 opened a new issue #2746: Security Vulnerabilities in CentOS 7 image, Upgr:
oss-security - Re: CVE request - read underflow in libpng 1.2.55, 1.0.65, 1.4.18, and 1.5.25 (pngwutil.c)

oss-security - Re: Re: CVE request - read underflow in libpng 1.2.55, 1.0.65, 1.4.18, and 1.5.25 (pngwutil.c)
oss-security - Re: CVE request - read underflow in libpng 1.2.55, 1.0.65, 1.4.18, and 1.5.25 (pngwutil.c)

Red Hat Customer Portal

LIBPNG: PNG reference library / Bugs / #244 read underflow in libpng 1.2.55, 1.0.65, 1.4.18, and 1.5.25 (pngwuitil.c)
PNG reference library: libpng - Browse /libpng15/1.5.26 at SourceForge.net

Oracle Solaris Bulletin - July 2016

CVE Program record

NVD vulnerability detail

/ |

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

354662 Amazon Linux Security Advisory for libpng : ALAS2-2023-1904
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