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Summary

CVE CVE-2015-8540

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-04-14 14:59:00 UTC

Updated 2023-11-07 02:28:00 UTC

Description Integer underflow in the png_check_keyword function in pngwutil.c in libpng 0.90 through 0.99, 1.0.x before 1.0.66, 1.1.x and 1.2.x before 1.2.56, 1.3.x and 1.4.x before 1.4.19, and 1.5.x before 1.5.26 allows remote attackers to have unspecified impact via a space character as a keyword in a PNG image, which triggers an out-of-bounds read.

Risk And Classification

Problem Types: CWE-189

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 6.0 All All All

Operating System Debian Debian Linux 6.0 All All All

Operating System Fedoraproject Fedora 23 All All All

Operating System Fedoraproject Fedora 23 All All All

Application Libpng Libpng 0.90 All All All

Application Libpng Libpng 0.95 All All All

Application Libpng Libpng 0.96 All All All

Application Libpng Libpng 0.97 All All All

Application Libpng Libpng 0.98 All All All

Application Libpng Libpng 0.99 All All All

Application Libpng Libpng 1.0.0 All All All

Application Libpng Libpng 1.0.1 All All All

Application Libpng Libpng 1.0.10 All All All

Application Libpng Libpng 1.0.11 All All All

Application Libpng Libpng 1.0.12 All All All

Application Libpng Libpng 1.0.13 All All All

Application Libpng Libpng 1.0.14 All All All
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Application Libpng Libpng 1.0.14 All All All

Application Libpng Libpng 1.0.15 All All All

Application Libpng Libpng 1.0.16 All All All

Application Libpng Libpng 1.0.17 All All All

Application Libpng Libpng 1.0.18 All All All

Application Libpng Libpng 1.0.19 All All All

Application Libpng Libpng 1.0.2 All All All

Application Libpng Libpng 1.0.20 All All All

Application Libpng Libpng 1.0.21 All All All

Application Libpng Libpng 1.0.22 All All All

Application Libpng Libpng 1.0.23 All All All

Application Libpng Libpng 1.0.24 All All All

Application Libpng Libpng 1.0.25 All All All

Application Libpng Libpng 1.0.26 All All All

Application Libpng Libpng 1.0.27 All All All

Application Libpng Libpng 1.0.28 All All All

Application Libpng Libpng 1.0.29 All All All

Application Libpng Libpng 1.0.3 All All All

Application Libpng Libpng 1.0.30 All All All

Application Libpng Libpng 1.0.31 All All All

Application Libpng Libpng 1.0.32 All All All

Application Libpng Libpng 1.0.33 All All All

Application Libpng Libpng 1.0.34 All All All

Application Libpng Libpng 1.0.35 All All All

Application Libpng Libpng 1.0.37 All All All

Application Libpng Libpng 1.0.38 All All All

Application Libpng Libpng 1.0.39 All All All

Application Libpng Libpng 1.0.40 All All All

Application Libpng Libpng 1.0.41 All All All

Application Libpng Libpng 1.0.42 All All All

Application Libpng Libpng 1.0.43 All All All

Application Libpng Libpng 1.0.44 All All All

Application Libpng Libpng 1.0.45 All All All

Application Libpng Libpng 1.0.46 All All All

Application Libpng Libpng 1.0.47 All All All

Application Libpng Libpng 1.0.48 All All All
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Application Libpng Libpng 1.0.5 All All All

Application Libpng Libpng 1.0.50 All All All

Application Libpng Libpng 1.0.51 All All All

Application Libpng Libpng 1.0.52 All All All

Application Libpng Libpng 1.0.53 All All All

Application Libpng Libpng 1.0.54 All All All

Application Libpng Libpng 1.0.55 All All All

Application Libpng Libpng 1.0.55 rc01 All All

Application Libpng Libpng 1.0.56 All All All

Application Libpng Libpng 1.0.56 devel All All

Application Libpng Libpng 1.0.57 All All All

Application Libpng Libpng 1.0.57 rc01 All All

Application Libpng Libpng 1.0.58 All All All

Application Libpng Libpng 1.0.59 All All All

Application Libpng Libpng 1.0.6 All All All

Application Libpng Libpng 1.0.60 All All All

Application Libpng Libpng 1.0.61 All All All

Application Libpng Libpng 1.0.62 All All All

Application Libpng Libpng 1.0.63 All All All

Application Libpng Libpng 1.0.64 All All All

Application Libpng Libpng 1.0.65 All All All

Application Libpng Libpng 1.0.7 All All All

Application Libpng Libpng 1.0.8 All All All

Application Libpng Libpng 1.0.9 All All All

Application Libpng Libpng 1.1.1 All All All

Application Libpng Libpng 1.2.0 All All All

Application Libpng Libpng 1.2.1 All All All

Application Libpng Libpng 1.2.10 All All All

Application Libpng Libpng 1.2.11 All All All

Application Libpng Libpng 1.2.12 All All All

Application Libpng Libpng 1.2.13 All All All

Application Libpng Libpng 1.2.14 All All All

Application Libpng Libpng 1.2.15 All All All

Application Libpng Libpng 1.2.16 All All All

Application Libpng Libpng 1.2.17 All All All

Application Libpng Libpng 1.2.18 All All All
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Application Libpng Libpng 1.2.18 All All All

Application Libpng Libpng 1.2.19 All All All

Application Libpng Libpng 1.2.2 All All All

Application Libpng Libpng 1.2.20 All All All

Application Libpng Libpng 1.2.21 All All All

Application Libpng Libpng 1.2.22 All All All

Application Libpng Libpng 1.2.23 All All All

Application Libpng Libpng 1.2.24 All All All

Application Libpng Libpng 1.2.25 All All All

Application Libpng Libpng 1.2.26 All All All

Application Libpng Libpng 1.2.27 All All All

Application Libpng Libpng 1.2.28 All All All

Application Libpng Libpng 1.2.29 All All All

Application Libpng Libpng 1.2.3 All All All

Application Libpng Libpng 1.2.30 All All All

Application Libpng Libpng 1.2.31 All All All

Application Libpng Libpng 1.2.32 All All All

Application Libpng Libpng 1.2.33 All All All

Application Libpng Libpng 1.2.34 All All All

Application Libpng Libpng 1.2.35 All All All

Application Libpng Libpng 1.2.36 All All All

Application Libpng Libpng 1.2.37 All All All

Application Libpng Libpng 1.2.38 All All All

Application Libpng Libpng 1.2.39 All All All

Application Libpng Libpng 1.2.4 All All All

Application Libpng Libpng 1.2.40 All All All

Application Libpng Libpng 1.2.41 All All All

Application Libpng Libpng 1.2.42 All All All

Application Libpng Libpng 1.2.43 All All All

Application Libpng Libpng 1.2.43 devel All All

Application Libpng Libpng 1.2.44 All All All

Application Libpng Libpng 1.2.45 All All All

Application Libpng Libpng 1.2.45 devel All All

Application Libpng Libpng 1.2.46 All All All

Application Libpng Libpng 1.2.46 devel All All

Application Libpng Libpng 1.2.47 All All All
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Application Libpng Libpng 1.2.47 beta All All

Application Libpng Libpng 1.2.48 All All All

Application Libpng Libpng 1.2.48 betas All All

Application Libpng Libpng 1.2.49 All All All

Application Libpng Libpng 1.2.5 All All All

Application Libpng Libpng 1.2.50 All All All

Application Libpng Libpng 1.2.51 All All All

Application Libpng Libpng 1.2.52 All All All

Application Libpng Libpng 1.2.53 All All All

Application Libpng Libpng 1.2.54 All All All

Application Libpng Libpng 1.2.55 All All All

Application Libpng Libpng 1.2.6 All All All

Application Libpng Libpng 1.2.7 All All All

Application Libpng Libpng 1.2.8 All All All

Application Libpng Libpng 1.2.9 All All All

Application Libpng Libpng 1.3.0 All All All

Application Libpng Libpng 1.4.0 All All All

Application Libpng Libpng 1.4.1 All All All

Application Libpng Libpng 1.4.10 All All All

Application Libpng Libpng 1.4.11 All All All

Application Libpng Libpng 1.4.12 All All All

Application Libpng Libpng 1.4.13 All All All

Application Libpng Libpng 1.4.14 All All All

Application Libpng Libpng 1.4.15 All All All

Application Libpng Libpng 1.4.16 All All All

Application Libpng Libpng 1.4.17 All All All

Application Libpng Libpng 1.4.18 All All All

Application Libpng Libpng 1.4.2 All All All

Application Libpng Libpng 1.4.3 All All All

Application Libpng Libpng 1.4.4 All All All

Application Libpng Libpng 1.4.5 All All All

Application Libpng Libpng 1.4.6 All All All

Application Libpng Libpng 1.4.7 All All All

Application Libpng Libpng 1.4.8 All All All

Application Libpng Libpng 1.4.9 All All All
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Application Libpng Libpng 1.5.0 beta All All

Application Libpng Libpng 1.5.1 All All All

Application Libpng Libpng 1.5.1 beta All All

Application Libpng Libpng 1.5.10 beta All All

Application Libpng Libpng 1.5.11 All All All

Application Libpng Libpng 1.5.11 beta All All

Application Libpng Libpng 1.5.12 All All All

Application Libpng Libpng 1.5.13 All All All

Application Libpng Libpng 1.5.13 beta All All

Application Libpng Libpng 1.5.14 All All All

Application Libpng Libpng 1.5.15 All All All

Application Libpng Libpng 1.5.16 All All All

Application Libpng Libpng 1.5.17 All All All

Application Libpng Libpng 1.5.18 All All All

Application Libpng Libpng 1.5.19 All All All

Application Libpng Libpng 1.5.2 All All All

Application Libpng Libpng 1.5.2 beta All All

Application Libpng Libpng 1.5.20 beta All All

Application Libpng Libpng 1.5.21 All All All

Application Libpng Libpng 1.5.22 All All All

Application Libpng Libpng 1.5.23 All All All

Application Libpng Libpng 1.5.24 All All All

Application Libpng Libpng 1.5.25 All All All

Application Libpng Libpng 1.5.3 beta All All

Application Libpng Libpng 1.5.4 All All All

Application Libpng Libpng 1.5.4 beta All All

Application Libpng Libpng 1.5.5 All All All

Application Libpng Libpng 1.5.5 beta All All

Application Libpng Libpng 1.5.6 All All All

Application Libpng Libpng 1.5.6 beta All All

Application Libpng Libpng 1.5.7 All All All

Application Libpng Libpng 1.5.7 beta All All

Application Libpng Libpng 1.5.8 All All All

Application Libpng Libpng 1.5.8 beta All All

Application Libpng Libpng 1.5.9 All All All

Application Libpng Libpng 1.5.9 beta All All
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Application Libpng Libpng 1.5.9 beta All All

Application Libpng Libpng 0.90 All All All

Application Libpng Libpng 0.95 All All All

Application Libpng Libpng 0.96 All All All

Application Libpng Libpng 0.97 All All All

Application Libpng Libpng 0.98 All All All

Application Libpng Libpng 0.99 All All All

Application Libpng Libpng 1.0.0 All All All

Application Libpng Libpng 1.0.1 All All All

Application Libpng Libpng 1.0.10 All All All

Application Libpng Libpng 1.0.11 All All All

Application Libpng Libpng 1.0.12 All All All

Application Libpng Libpng 1.0.13 All All All

Application Libpng Libpng 1.0.14 All All All

Application Libpng Libpng 1.0.15 All All All

Application Libpng Libpng 1.0.16 All All All

Application Libpng Libpng 1.0.17 All All All

Application Libpng Libpng 1.0.18 All All All

Application Libpng Libpng 1.0.19 All All All

Application Libpng Libpng 1.0.2 All All All

Application Libpng Libpng 1.0.20 All All All

Application Libpng Libpng 1.0.21 All All All

Application Libpng Libpng 1.0.22 All All All

Application Libpng Libpng 1.0.23 All All All

Application Libpng Libpng 1.0.24 All All All

Application Libpng Libpng 1.0.25 All All All

Application Libpng Libpng 1.0.26 All All All

Application Libpng Libpng 1.0.27 All All All

Application Libpng Libpng 1.0.28 All All All

Application Libpng Libpng 1.0.29 All All All

Application Libpng Libpng 1.0.3 All All All

Application Libpng Libpng 1.0.30 All All All

Application Libpng Libpng 1.0.31 All All All

Application Libpng Libpng 1.0.32 All All All

Application Libpng Libpng 1.0.33 All All All

Application Libpng Libpng 1.0.34 All All All

http://cve.report/vendor/libpng
http://cve.report/software/libpng/libpng
http://cve.report/vendor/libpng
http://cve.report/software/libpng/libpng
http://cve.report/vendor/libpng
http://cve.report/software/libpng/libpng
http://cve.report/vendor/libpng
http://cve.report/software/libpng/libpng
http://cve.report/vendor/libpng
http://cve.report/software/libpng/libpng
http://cve.report/vendor/libpng
http://cve.report/software/libpng/libpng
http://cve.report/vendor/libpng
http://cve.report/software/libpng/libpng
http://cve.report/vendor/libpng
http://cve.report/software/libpng/libpng
http://cve.report/vendor/libpng
http://cve.report/software/libpng/libpng
http://cve.report/vendor/libpng
http://cve.report/software/libpng/libpng
http://cve.report/vendor/libpng
http://cve.report/software/libpng/libpng
http://cve.report/vendor/libpng
http://cve.report/software/libpng/libpng
http://cve.report/vendor/libpng
http://cve.report/software/libpng/libpng
http://cve.report/vendor/libpng
http://cve.report/software/libpng/libpng
http://cve.report/vendor/libpng
http://cve.report/software/libpng/libpng
http://cve.report/vendor/libpng
http://cve.report/software/libpng/libpng
http://cve.report/vendor/libpng
http://cve.report/software/libpng/libpng
http://cve.report/vendor/libpng
http://cve.report/software/libpng/libpng
http://cve.report/vendor/libpng
http://cve.report/software/libpng/libpng
http://cve.report/vendor/libpng
http://cve.report/software/libpng/libpng
http://cve.report/vendor/libpng
http://cve.report/software/libpng/libpng
http://cve.report/vendor/libpng
http://cve.report/software/libpng/libpng
http://cve.report/vendor/libpng
http://cve.report/software/libpng/libpng
http://cve.report/vendor/libpng
http://cve.report/software/libpng/libpng
http://cve.report/vendor/libpng
http://cve.report/software/libpng/libpng
http://cve.report/vendor/libpng
http://cve.report/software/libpng/libpng
http://cve.report/vendor/libpng
http://cve.report/software/libpng/libpng
http://cve.report/vendor/libpng
http://cve.report/software/libpng/libpng
http://cve.report/vendor/libpng
http://cve.report/software/libpng/libpng
http://cve.report/vendor/libpng
http://cve.report/software/libpng/libpng
http://cve.report/vendor/libpng
http://cve.report/software/libpng/libpng
http://cve.report/vendor/libpng
http://cve.report/software/libpng/libpng
http://cve.report/vendor/libpng
http://cve.report/software/libpng/libpng
http://cve.report/vendor/libpng
http://cve.report/software/libpng/libpng
http://cve.report/vendor/libpng
http://cve.report/software/libpng/libpng
http://cve.report/vendor/libpng
http://cve.report/software/libpng/libpng


Application Libpng Libpng 1.0.35 All All All

Application Libpng Libpng 1.0.37 All All All

Application Libpng Libpng 1.0.38 All All All

Application Libpng Libpng 1.0.39 All All All

Application Libpng Libpng 1.0.40 All All All

Application Libpng Libpng 1.0.41 All All All

Application Libpng Libpng 1.0.42 All All All

Application Libpng Libpng 1.0.43 All All All

Application Libpng Libpng 1.0.44 All All All

Application Libpng Libpng 1.0.45 All All All

Application Libpng Libpng 1.0.46 All All All

Application Libpng Libpng 1.0.47 All All All

Application Libpng Libpng 1.0.48 All All All

Application Libpng Libpng 1.0.5 All All All

Application Libpng Libpng 1.0.50 All All All

Application Libpng Libpng 1.0.51 All All All

Application Libpng Libpng 1.0.52 All All All

Application Libpng Libpng 1.0.53 All All All

Application Libpng Libpng 1.0.54 All All All

Application Libpng Libpng 1.0.55 All All All

Application Libpng Libpng 1.0.55 rc01 All All

Application Libpng Libpng 1.0.56 All All All

Application Libpng Libpng 1.0.56 devel All All

Application Libpng Libpng 1.0.57 All All All

Application Libpng Libpng 1.0.57 rc01 All All

Application Libpng Libpng 1.0.58 All All All

Application Libpng Libpng 1.0.59 All All All

Application Libpng Libpng 1.0.6 All All All

Application Libpng Libpng 1.0.60 All All All

Application Libpng Libpng 1.0.61 All All All

Application Libpng Libpng 1.0.62 All All All

Application Libpng Libpng 1.0.63 All All All

Application Libpng Libpng 1.0.64 All All All

Application Libpng Libpng 1.0.65 All All All

Application Libpng Libpng 1.0.7 All All All
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Application Libpng Libpng 1.0.8 All All All

Application Libpng Libpng 1.0.9 All All All

Application Libpng Libpng 1.1.1 All All All

Application Libpng Libpng 1.2.0 All All All

Application Libpng Libpng 1.2.1 All All All

Application Libpng Libpng 1.2.10 All All All

Application Libpng Libpng 1.2.11 All All All

Application Libpng Libpng 1.2.12 All All All

Application Libpng Libpng 1.2.13 All All All

Application Libpng Libpng 1.2.14 All All All

Application Libpng Libpng 1.2.15 All All All

Application Libpng Libpng 1.2.16 All All All

Application Libpng Libpng 1.2.17 All All All

Application Libpng Libpng 1.2.18 All All All

Application Libpng Libpng 1.2.19 All All All

Application Libpng Libpng 1.2.2 All All All

Application Libpng Libpng 1.2.20 All All All

Application Libpng Libpng 1.2.21 All All All

Application Libpng Libpng 1.2.22 All All All

Application Libpng Libpng 1.2.23 All All All

Application Libpng Libpng 1.2.24 All All All

Application Libpng Libpng 1.2.25 All All All

Application Libpng Libpng 1.2.26 All All All

Application Libpng Libpng 1.2.27 All All All

Application Libpng Libpng 1.2.28 All All All

Application Libpng Libpng 1.2.29 All All All

Application Libpng Libpng 1.2.3 All All All

Application Libpng Libpng 1.2.30 All All All

Application Libpng Libpng 1.2.31 All All All

Application Libpng Libpng 1.2.32 All All All

Application Libpng Libpng 1.2.33 All All All

Application Libpng Libpng 1.2.34 All All All

Application Libpng Libpng 1.2.35 All All All

Application Libpng Libpng 1.2.36 All All All

Application Libpng Libpng 1.2.37 All All All

Application Libpng Libpng 1.2.38 All All All
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Application Libpng Libpng 1.2.38 All All All

Application Libpng Libpng 1.2.39 All All All

Application Libpng Libpng 1.2.4 All All All

Application Libpng Libpng 1.2.40 All All All

Application Libpng Libpng 1.2.41 All All All

Application Libpng Libpng 1.2.42 All All All

Application Libpng Libpng 1.2.43 All All All

Application Libpng Libpng 1.2.43 devel All All

Application Libpng Libpng 1.2.44 All All All

Application Libpng Libpng 1.2.45 All All All

Application Libpng Libpng 1.2.45 devel All All

Application Libpng Libpng 1.2.46 All All All

Application Libpng Libpng 1.2.46 devel All All

Application Libpng Libpng 1.2.47 All All All

Application Libpng Libpng 1.2.47 beta All All

Application Libpng Libpng 1.2.48 All All All

Application Libpng Libpng 1.2.48 betas All All

Application Libpng Libpng 1.2.49 All All All

Application Libpng Libpng 1.2.5 All All All

Application Libpng Libpng 1.2.50 All All All

Application Libpng Libpng 1.2.51 All All All

Application Libpng Libpng 1.2.52 All All All

Application Libpng Libpng 1.2.53 All All All

Application Libpng Libpng 1.2.54 All All All

Application Libpng Libpng 1.2.55 All All All

Application Libpng Libpng 1.2.6 All All All

Application Libpng Libpng 1.2.7 All All All

Application Libpng Libpng 1.2.8 All All All

Application Libpng Libpng 1.2.9 All All All

Application Libpng Libpng 1.3.0 All All All

Application Libpng Libpng 1.4.0 All All All

Application Libpng Libpng 1.4.1 All All All

Application Libpng Libpng 1.4.10 All All All

Application Libpng Libpng 1.4.11 All All All

Application Libpng Libpng 1.4.12 All All All

Application Libpng Libpng 1.4.13 All All All
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Application Libpng Libpng 1.4.14 All All All

Application Libpng Libpng 1.4.15 All All All

Application Libpng Libpng 1.4.16 All All All

Application Libpng Libpng 1.4.17 All All All

Application Libpng Libpng 1.4.18 All All All

Application Libpng Libpng 1.4.2 All All All

Application Libpng Libpng 1.4.3 All All All

Application Libpng Libpng 1.4.4 All All All

Application Libpng Libpng 1.4.5 All All All

Application Libpng Libpng 1.4.6 All All All

Application Libpng Libpng 1.4.7 All All All

Application Libpng Libpng 1.4.8 All All All

Application Libpng Libpng 1.4.9 All All All

Application Libpng Libpng 1.5.0 beta All All

Application Libpng Libpng 1.5.1 All All All

Application Libpng Libpng 1.5.1 beta All All

Application Libpng Libpng 1.5.10 beta All All

Application Libpng Libpng 1.5.11 All All All

Application Libpng Libpng 1.5.11 beta All All

Application Libpng Libpng 1.5.12 All All All

Application Libpng Libpng 1.5.13 All All All

Application Libpng Libpng 1.5.13 beta All All

Application Libpng Libpng 1.5.14 All All All

Application Libpng Libpng 1.5.15 All All All

Application Libpng Libpng 1.5.16 All All All

Application Libpng Libpng 1.5.17 All All All

Application Libpng Libpng 1.5.18 All All All

Application Libpng Libpng 1.5.19 All All All

Application Libpng Libpng 1.5.2 All All All

Application Libpng Libpng 1.5.2 beta All All

Application Libpng Libpng 1.5.20 beta All All

Application Libpng Libpng 1.5.21 All All All

Application Libpng Libpng 1.5.22 All All All

Application Libpng Libpng 1.5.23 All All All

Application Libpng Libpng 1.5.24 All All All
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Application Libpng Libpng 1.5.25 All All All

Application Libpng Libpng 1.5.3 beta All All

Application Libpng Libpng 1.5.4 All All All

Application Libpng Libpng 1.5.4 beta All All

Application Libpng Libpng 1.5.5 All All All

Application Libpng Libpng 1.5.5 beta All All

Application Libpng Libpng 1.5.6 All All All

Application Libpng Libpng 1.5.6 beta All All

Application Libpng Libpng 1.5.7 All All All

Application Libpng Libpng 1.5.7 beta All All

Application Libpng Libpng 1.5.8 All All All

Application Libpng Libpng 1.5.8 beta All All

Application Libpng Libpng 1.5.9 All All All

Application Libpng Libpng 1.5.9 beta All All
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Debian -- Security Information -- DSA-3443-1 libpng

LIBPNG: PNG reference library / Code / Commit [d9006f]
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libpng 'pngwutil.c' Underflow Read Remote Code Execution Vulnerability

[bookkeeper-issues] 20210628 [GitHub] [bookkeeper] padma81 opened a new issue #2746: Security Vulnerabilities in CentOS 7 image, Upgrade image to CentOS 8
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libpng: Multiple vulnerabilities (GLSA 201611-08) — Gentoo security

[SECURITY] Fedora 23 Update: libpng10-1.0.66-1.fc23

LIBPNG: PNG reference library - Browse Files at SourceForge.net

PNG reference library: libpng - Browse /libpng12/1.2.56 at SourceForge.net

oss-security - CVE request - read underflow in libpng 1.2.55, 1.0.65, 1.4.18, and 1.5.25 (pngwutil.c)

Pony Mail!

[bookkeeper-issues] 20210629 [GitHub] [bookkeeper] padma81 opened a new issue #2746: Security Vulnerabilities in CentOS 7 image, Upgrade image to CentOS 8

oss-security - Re: CVE request - read underflow in libpng 1.2.55, 1.0.65, 1.4.18, and 1.5.25 (pngwutil.c)

oss-security - Re: Re: CVE request - read underflow in libpng 1.2.55, 1.0.65, 1.4.18, and 1.5.25 (pngwutil.c)

oss-security - Re: CVE request - read underflow in libpng 1.2.55, 1.0.65, 1.4.18, and 1.5.25 (pngwutil.c)

Red Hat Customer Portal

LIBPNG: PNG reference library / Bugs / #244 read underflow in libpng 1.2.55, 1.0.65, 1.4.18, and 1.5.25 (pngwutil.c)

PNG reference library: libpng - Browse /libpng15/1.5.26 at SourceForge.net

Oracle Solaris Bulletin - July 2016

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.
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