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The PCI backend driver in Xen, when running on an x86 system and using Linux 3.1.x through 4.3.x as the driver domain, ¢
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CVE Program record

NVD vulnerability detail

XSA-157 - Xen Security Advisories

[security-announce] SUSE-SU-2016:1937-1: important: Security update for
[security-announce] SUSE-SU-2016:1707-1: important: Security update for
Debian -- Security Information -- DSA-3434-1 linux

[security-announce] SUSE-SU-2016:1102-1: important: Security update for
Xen: Multiple vulnerabilities (GLSA 201604-03) — Gentoo Security
[security-announce] SUSE-SU-2016:1764-1: important: Security update for
[security-announce] SUSE-SU-2016:2105-1: important: Security update for
[security-announce] openSUSE-SU-2016:2184-1: important: Security update
[security-announce] SUSE-SU-2016:0911-1: important: Security update for

Xen Multiple Denial of Service Vulnerabilities

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Xen MSI Call Processing Bugs Let Local Users on the Guest System Deny Service on the Target Host System - Security Tracker
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to

this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
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completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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