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Certain versions of Joomla! from Joomla contain the following
vulnerability:

Joomla! 1.5.x, 2.x, and 3.x before 3.4.6 allow remote attackers to
conduct PHP object injection attacks and execute arbitrary PHP code
via the HTTP User-Agent header, as exploited in the wild in December
2015.
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CVE References

Description Tags Link

[20151201] - Core - Remote Code
Execution Vulnerability

Vendor Advisory

developer.joomla.org

text/html

 CONFIRM developer.joomla.org/security-centre/630-20151214-
core-remote-code-execution-vulnerability.html

Joomla 1.5 - 3.4.5 - Object Injection
RCE X-Forwarded-For Header

Exploit

www.exploit-db.com

Proof of Concept

text/html

 EXPLOIT-DB 39033

Critical 0-day Remote Command
Execution Vulnerability in Joomla -
Sucuri Blog

Exploit

blog.sucuri.net

text/html

 MISC blog.sucuri.net/2015/12/remote-command-execution-
vulnerability-in-joomla.html

Joomla 1.5 - 3.4.5 - Object Injection
Remote Command Execution

Exploit

www.exploit-db.com

Proof of Concept

text/html

 EXPLOIT-DB 38977

CVE-2015-8562 has been assigned by  cve@mitre.org to track the vulnerability
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https://www.exploit-db.com/exploits/39033/
https://blog.sucuri.net/2015/12/remote-command-execution-vulnerability-in-joomla.html
https://www.exploit-db.com/exploits/38977/


text/html

CVE-2015-8562 Joomla HTTP
Header Unauthenticated Remote
Code Execution | Rapid7

www.rapid7.com

text/html

 MISC
www.rapid7.com/db/modules/exploit/multi/http/joomla_http_header_rce

Joomla 3.4.5 Object Injection ≈
Packet Storm

packetstormsecurity.com

text/html

 MISC packetstormsecurity.com/files/135100/Joomla-3.4.5-Object-
Injection.html

Joomla HTTP Header
Unauthenticated Remote Code
Execution ≈ Packet Storm

Exploit

packetstormsecurity.com

text/html

 MISC packetstormsecurity.com/files/134949/Joomla-HTTP-Header-
Unauthenticated-Remote-Code-Execution.html

Joomla! Core CVE-2015-8562
Remote Code Execution Vulnerability

cve.report (archive)

text/html

 BID 79195

SecurityFocus web.archive.org

text/html

Inactive Link Not Archived

 BUGTRAQ 20151231 Joomla 1.5.x to 3.4.5 Object Injection Exploit
(golang)

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Exploit/POC from Github

CVE-2015-8562 Exploit in bash

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Joomla Joomla! 1.5.0 All All All

Application Joomla Joomla! 1.5.1 All All All

Application Joomla Joomla! 1.5.10 All All All

Application Joomla Joomla! 1.5.11 All All All

Application Joomla Joomla! 1.5.12 All All All

Application Joomla Joomla! 1.5.13 All All All

Application Joomla Joomla! 1.5.14 All All All

Application Joomla Joomla! 1.5.15 All All All

Application Joomla Joomla! 1.5.16 All All All

Application Joomla Joomla! 1.5.17 All All All

Application Joomla Joomla! 1.5.18 All All All

Application Joomla Joomla! 1.5.19 All All All

Application Joomla Joomla! 1.5.2 All All All

Application Joomla Joomla! 1.5.20 All All All

Application Joomla Joomla! 1.5.21 All All All
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Application Joomla Joomla! 1.5.21 All All All

Application Joomla Joomla! 1.5.22 All All All

Application Joomla Joomla! 1.5.23 All All All

Application Joomla Joomla! 1.5.24 All All All

Application Joomla Joomla! 1.5.25 All All All

Application Joomla Joomla! 1.5.26 All All All

Application Joomla Joomla! 1.5.3 All All All

Application Joomla Joomla! 1.5.4 All All All

Application Joomla Joomla! 1.5.6 All All All

Application Joomla Joomla! 1.5.7 All All All

Application Joomla Joomla! 1.5.8 All All All

Application Joomla Joomla! 1.5.9 All All All

Application Joomla Joomla! 1.6.0 All All All

Application Joomla Joomla! 1.6.1 All All All

Application Joomla Joomla! 1.6.2 All All All

Application Joomla Joomla! 1.6.3 All All All

Application Joomla Joomla! 1.6.4 All All All

Application Joomla Joomla! 1.6.5 All All All

Application Joomla Joomla! 1.6.6 All All All

Application Joomla Joomla! 1.7.0 All All All

Application Joomla Joomla! 1.7.1 All All All

Application Joomla Joomla! 1.7.2 All All All

Application Joomla Joomla! 1.7.3 All All All

Application Joomla Joomla! 1.7.4 All All All

Application Joomla Joomla! 1.7.5 All All All

Application Joomla Joomla! 2.5.0 All All All

Application Joomla Joomla! 2.5.1 All All All

Application Joomla Joomla! 2.5.10 All All All

Application Joomla Joomla! 2.5.11 All All All

Application Joomla Joomla! 2.5.12 All All All

Application Joomla Joomla! 2.5.13 All All All

Application Joomla Joomla! 2.5.14 All All All

Application Joomla Joomla! 2.5.15 All All All

Application Joomla Joomla! 2.5.16 All All All

Application Joomla Joomla! 2.5.17 All All All

Application Joomla Joomla! 2.5.18 All All All
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Application Joomla Joomla! 2.5.19 All All All

Application Joomla Joomla! 2.5.2 All All All

Application Joomla Joomla! 2.5.20 All All All

Application Joomla Joomla! 2.5.21 All All All

Application Joomla Joomla! 2.5.22 All All All

Application Joomla Joomla! 2.5.23 All All All

Application Joomla Joomla! 2.5.24 All All All

Application Joomla Joomla! 2.5.25 All All All

Application Joomla Joomla! 2.5.26 All All All

Application Joomla Joomla! 2.5.27 All All All

Application Joomla Joomla! 2.5.28 All All All

Application Joomla Joomla! 2.5.3 All All All

Application Joomla Joomla! 2.5.4 All All All

Application Joomla Joomla! 2.5.5 All All All

Application Joomla Joomla! 2.5.6 All All All

Application Joomla Joomla! 2.5.7 All All All

Application Joomla Joomla! 2.5.8 All All All

Application Joomla Joomla! 2.5.9 All All All

Application Joomla Joomla! 3.0.0 All All All

Application Joomla Joomla! 3.0.1 All All All

Application Joomla Joomla! 3.0.2 All All All

Application Joomla Joomla! 3.0.3 All All All

Application Joomla Joomla! 3.1.0 All All All

Application Joomla Joomla! 3.1.1 All All All

Application Joomla Joomla! 3.1.2 All All All

Application Joomla Joomla! 3.1.3 All All All

Application Joomla Joomla! 3.1.4 All All All

Application Joomla Joomla! 3.1.5 All All All

Application Joomla Joomla! 3.1.6 All All All

Application Joomla Joomla! 3.2.0 All All All

Application Joomla Joomla! 3.2.1 All All All

Application Joomla Joomla! 3.2.2 All All All

Application Joomla Joomla! 3.2.3 All All All

Application Joomla Joomla! 3.2.4 All All All

Application Joomla Joomla! 3.3.0 All All All
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Application Joomla Joomla! 3.3.1 All All All

Application Joomla Joomla! 3.3.2 All All All

Application Joomla Joomla! 3.3.3 All All All

Application Joomla Joomla! 3.3.4 All All All

Application Joomla Joomla! 3.4.0 All All All

Application Joomla Joomla! 3.4.1 All All All

Application Joomla Joomla! 3.4.2 All All All

Application Joomla Joomla! 3.4.3 All All All

Application Joomla Joomla! 3.4.4 All All All

Application Joomla Joomla! 3.4.5 All All All

Application Joomla Joomla! 1.5.0 All All All

Application Joomla Joomla! 1.5.1 All All All

Application Joomla Joomla! 1.5.10 All All All

Application Joomla Joomla! 1.5.11 All All All

Application Joomla Joomla! 1.5.12 All All All

Application Joomla Joomla! 1.5.13 All All All

Application Joomla Joomla! 1.5.14 All All All

Application Joomla Joomla! 1.5.15 All All All

Application Joomla Joomla! 1.5.16 All All All

Application Joomla Joomla! 1.5.17 All All All

Application Joomla Joomla! 1.5.18 All All All
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Application Joomla Joomla! 1.5.4 All All All

Application Joomla Joomla! 1.5.6 All All All

Application Joomla Joomla! 1.5.7 All All All

Application Joomla Joomla! 1.5.8 All All All

Application Joomla Joomla! 1.5.9 All All All
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Application Joomla Joomla! 1.6.0 All All All

Application Joomla Joomla! 1.6.1 All All All

Application Joomla Joomla! 1.6.2 All All All

Application Joomla Joomla! 1.6.3 All All All

Application Joomla Joomla! 1.6.4 All All All

Application Joomla Joomla! 1.6.5 All All All

Application Joomla Joomla! 1.6.6 All All All

Application Joomla Joomla! 1.7.0 All All All

Application Joomla Joomla! 1.7.1 All All All

Application Joomla Joomla! 1.7.2 All All All

Application Joomla Joomla! 1.7.3 All All All

Application Joomla Joomla! 1.7.4 All All All

Application Joomla Joomla! 1.7.5 All All All

Application Joomla Joomla! 2.5.0 All All All

Application Joomla Joomla! 2.5.1 All All All

Application Joomla Joomla! 2.5.10 All All All

Application Joomla Joomla! 2.5.11 All All All

Application Joomla Joomla! 2.5.12 All All All

Application Joomla Joomla! 2.5.13 All All All

Application Joomla Joomla! 2.5.14 All All All

Application Joomla Joomla! 2.5.15 All All All

Application Joomla Joomla! 2.5.16 All All All

Application Joomla Joomla! 2.5.17 All All All

Application Joomla Joomla! 2.5.18 All All All

Application Joomla Joomla! 2.5.19 All All All

Application Joomla Joomla! 2.5.2 All All All

Application Joomla Joomla! 2.5.20 All All All

Application Joomla Joomla! 2.5.21 All All All

Application Joomla Joomla! 2.5.22 All All All

Application Joomla Joomla! 2.5.23 All All All

Application Joomla Joomla! 2.5.24 All All All

Application Joomla Joomla! 2.5.25 All All All

Application Joomla Joomla! 2.5.26 All All All

Application Joomla Joomla! 2.5.27 All All All

Application Joomla Joomla! 2.5.28 All All All
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Application Joomla Joomla! 2.5.3 All All All

Application Joomla Joomla! 2.5.4 All All All

Application Joomla Joomla! 2.5.5 All All All

Application Joomla Joomla! 2.5.6 All All All

Application Joomla Joomla! 2.5.7 All All All

Application Joomla Joomla! 2.5.8 All All All

Application Joomla Joomla! 2.5.9 All All All

Application Joomla Joomla! 3.0.0 All All All

Application Joomla Joomla! 3.0.1 All All All

Application Joomla Joomla! 3.0.2 All All All

Application Joomla Joomla! 3.0.3 All All All

Application Joomla Joomla! 3.1.0 All All All

Application Joomla Joomla! 3.1.1 All All All

Application Joomla Joomla! 3.1.2 All All All

Application Joomla Joomla! 3.1.3 All All All

Application Joomla Joomla! 3.1.4 All All All

Application Joomla Joomla! 3.1.5 All All All

Application Joomla Joomla! 3.1.6 All All All

Application Joomla Joomla! 3.2.0 All All All

Application Joomla Joomla! 3.2.1 All All All

Application Joomla Joomla! 3.2.2 All All All

Application Joomla Joomla! 3.2.3 All All All

Application Joomla Joomla! 3.2.4 All All All

Application Joomla Joomla! 3.3.0 All All All

Application Joomla Joomla! 3.3.1 All All All

Application Joomla Joomla! 3.3.2 All All All

Application Joomla Joomla! 3.3.3 All All All

Application Joomla Joomla! 3.3.4 All All All

Application Joomla Joomla! 3.4.0 All All All

Application Joomla Joomla! 3.4.1 All All All

Application Joomla Joomla! 3.4.2 All All All

Application Joomla Joomla! 3.4.3 All All All

Application Joomla Joomla! 3.4.4 All All All

Application Joomla Joomla! 3.4.5 All All All

Application Joomla Joomla! 1.5.0 All All All

Application Joomla Joomla! 1.5.1 All All All
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Application Joomla Joomla! 1.5.1 All All All

Application Joomla Joomla! 1.5.10 All All All

Application Joomla Joomla! 1.5.11 All All All

Application Joomla Joomla! 1.5.12 All All All

Application Joomla Joomla! 1.5.13 All All All

Application Joomla Joomla! 1.5.14 All All All

Application Joomla Joomla! 1.5.15 All All All

Application Joomla Joomla! 1.5.16 All All All

Application Joomla Joomla! 1.5.17 All All All

Application Joomla Joomla! 1.5.18 All All All

Application Joomla Joomla! 1.5.19 All All All

Application Joomla Joomla! 1.5.2 All All All

Application Joomla Joomla! 1.5.20 All All All

Application Joomla Joomla! 1.5.21 All All All

Application Joomla Joomla! 1.5.22 All All All

Application Joomla Joomla! 1.5.23 All All All

Application Joomla Joomla! 1.5.24 All All All

Application Joomla Joomla! 1.5.25 All All All

Application Joomla Joomla! 1.5.26 All All All

Application Joomla Joomla! 1.5.3 All All All

Application Joomla Joomla! 1.5.4 All All All

Application Joomla Joomla! 1.5.6 All All All

Application Joomla Joomla! 1.5.7 All All All

Application Joomla Joomla! 1.5.8 All All All

Application Joomla Joomla! 1.5.9 All All All

Application Joomla Joomla! 1.6.0 All All All

Application Joomla Joomla! 1.6.1 All All All

Application Joomla Joomla! 1.6.2 All All All

Application Joomla Joomla! 1.6.3 All All All

Application Joomla Joomla! 1.6.4 All All All

Application Joomla Joomla! 1.6.5 All All All

Application Joomla Joomla! 1.6.6 All All All

Application Joomla Joomla! 1.7.0 All All All

Application Joomla Joomla! 1.7.1 All All All

Application Joomla Joomla! 1.7.2 All All All

Application Joomla Joomla! 1.7.3 All All All
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Application Joomla Joomla! 1.7.4 All All All

Application Joomla Joomla! 1.7.5 All All All

Application Joomla Joomla! 2.5.0 All All All

Application Joomla Joomla! 2.5.1 All All All

Application Joomla Joomla! 2.5.10 All All All

Application Joomla Joomla! 2.5.11 All All All

Application Joomla Joomla! 2.5.12 All All All

Application Joomla Joomla! 2.5.13 All All All

Application Joomla Joomla! 2.5.14 All All All

Application Joomla Joomla! 2.5.15 All All All

Application Joomla Joomla! 2.5.16 All All All

Application Joomla Joomla! 2.5.17 All All All

Application Joomla Joomla! 2.5.18 All All All

Application Joomla Joomla! 2.5.19 All All All

Application Joomla Joomla! 2.5.2 All All All

Application Joomla Joomla! 2.5.20 All All All

Application Joomla Joomla! 2.5.21 All All All

Application Joomla Joomla! 2.5.22 All All All

Application Joomla Joomla! 2.5.23 All All All

Application Joomla Joomla! 2.5.24 All All All

Application Joomla Joomla! 2.5.25 All All All

Application Joomla Joomla! 2.5.26 All All All

Application Joomla Joomla! 2.5.27 All All All

Application Joomla Joomla! 2.5.28 All All All

Application Joomla Joomla! 2.5.3 All All All

Application Joomla Joomla! 2.5.4 All All All

Application Joomla Joomla! 2.5.5 All All All

Application Joomla Joomla! 2.5.6 All All All

Application Joomla Joomla! 2.5.7 All All All

Application Joomla Joomla! 2.5.8 All All All

Application Joomla Joomla! 2.5.9 All All All

Application Joomla Joomla! 3.0.0 All All All

Application Joomla Joomla! 3.0.1 All All All

Application Joomla Joomla! 3.0.2 All All All

Application Joomla Joomla! 3.0.3 All All All
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Application Joomla Joomla! 3.1.0 All All All

Application Joomla Joomla! 3.1.1 All All All

Application Joomla Joomla! 3.1.2 All All All

Application Joomla Joomla! 3.1.3 All All All

Application Joomla Joomla! 3.1.4 All All All

Application Joomla Joomla! 3.1.5 All All All

Application Joomla Joomla! 3.1.6 All All All

Application Joomla Joomla! 3.2.0 All All All

Application Joomla Joomla! 3.2.1 All All All

Application Joomla Joomla! 3.2.2 All All All

Application Joomla Joomla! 3.2.3 All All All

Application Joomla Joomla! 3.2.4 All All All

Application Joomla Joomla! 3.3.0 All All All

Application Joomla Joomla! 3.3.1 All All All

Application Joomla Joomla! 3.3.2 All All All

Application Joomla Joomla! 3.3.3 All All All

Application Joomla Joomla! 3.3.4 All All All

Application Joomla Joomla! 3.4.0 All All All

Application Joomla Joomla! 3.4.1 All All All

Application Joomla Joomla! 3.4.2 All All All

Application Joomla Joomla! 3.4.3 All All All

Application Joomla Joomla! 3.4.4 All All All

Application Joomla Joomla! 3.4.5 All All All

cpe:2.3:a:joomla:joomla!:1.5.0:*:*:*:*:*:*:*:

cpe:2.3:a:joomla:joomla!:1.5.1:*:*:*:*:*:*:*:

cpe:2.3:a:joomla:joomla!:1.5.10:*:*:*:*:*:*:*:

cpe:2.3:a:joomla:joomla!:1.5.11:*:*:*:*:*:*:*:

cpe:2.3:a:joomla:joomla!:1.5.12:*:*:*:*:*:*:*:

cpe:2.3:a:joomla:joomla!:1.5.13:*:*:*:*:*:*:*:

cpe:2.3:a:joomla:joomla!:1.5.14:*:*:*:*:*:*:*:

cpe:2.3:a:joomla:joomla!:1.5.15:*:*:*:*:*:*:*:

cpe:2.3:a:joomla:joomla!:1.5.16:*:*:*:*:*:*:*:

cpe:2.3:a:joomla:joomla!:1.5.17:*:*:*:*:*:*:*:
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cpe:2.3:a:joomla:joomla!:1.5.18:*:*:*:*:*:*:*:

cpe:2.3:a:joomla:joomla!:1.5.19:*:*:*:*:*:*:*:

cpe:2.3:a:joomla:joomla!:1.5.2:*:*:*:*:*:*:*:

cpe:2.3:a:joomla:joomla!:1.5.20:*:*:*:*:*:*:*:

cpe:2.3:a:joomla:joomla!:1.5.21:*:*:*:*:*:*:*:

cpe:2.3:a:joomla:joomla!:1.5.22:*:*:*:*:*:*:*:
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cpe:2.3:a:joomla:joomla\!:2.5.5:*:*:*:*:*:*:*:

cpe:2.3:a:joomla:joomla\!:2.5.6:*:*:*:*:*:*:*:

cpe:2.3:a:joomla:joomla\!:2.5.7:*:*:*:*:*:*:*:

cpe:2.3:a:joomla:joomla\!:2.5.8:*:*:*:*:*:*:*:

cpe:2.3:a:joomla:joomla\!:2.5.9:*:*:*:*:*:*:*:

cpe:2.3:a:joomla:joomla\!:3.0.0:*:*:*:*:*:*:*:

cpe:2.3:a:joomla:joomla\!:3.0.1:*:*:*:*:*:*:*:

cpe:2.3:a:joomla:joomla\!:3.0.2:*:*:*:*:*:*:*:

cpe:2.3:a:joomla:joomla\!:3.0.3:*:*:*:*:*:*:*:

cpe:2.3:a:joomla:joomla\!:3.1.0:*:*:*:*:*:*:*:

cpe:2.3:a:joomla:joomla\!:3.1.1:*:*:*:*:*:*:*:

cpe:2.3:a:joomla:joomla\!:3.1.2:*:*:*:*:*:*:*:

cpe:2.3:a:joomla:joomla\!:3.1.3:*:*:*:*:*:*:*:



← Previous ID Next ID→

No vendor comments have been submitted for this CVE
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cpe:2.3:a:joomla:joomla\!:3.1.4:*:*:*:*:*:*:*:

cpe:2.3:a:joomla:joomla\!:3.1.5:*:*:*:*:*:*:*:

cpe:2.3:a:joomla:joomla\!:3.1.6:*:*:*:*:*:*:*:

cpe:2.3:a:joomla:joomla\!:3.2.0:*:*:*:*:*:*:*:

cpe:2.3:a:joomla:joomla\!:3.2.1:*:*:*:*:*:*:*:

cpe:2.3:a:joomla:joomla\!:3.2.2:*:*:*:*:*:*:*:

cpe:2.3:a:joomla:joomla\!:3.2.3:*:*:*:*:*:*:*:

cpe:2.3:a:joomla:joomla\!:3.2.4:*:*:*:*:*:*:*:

cpe:2.3:a:joomla:joomla\!:3.3.0:*:*:*:*:*:*:*:

cpe:2.3:a:joomla:joomla\!:3.3.1:*:*:*:*:*:*:*:

cpe:2.3:a:joomla:joomla\!:3.3.2:*:*:*:*:*:*:*:

cpe:2.3:a:joomla:joomla\!:3.3.3:*:*:*:*:*:*:*:

cpe:2.3:a:joomla:joomla\!:3.3.4:*:*:*:*:*:*:*:

cpe:2.3:a:joomla:joomla\!:3.4.0:*:*:*:*:*:*:*:

cpe:2.3:a:joomla:joomla\!:3.4.1:*:*:*:*:*:*:*:

cpe:2.3:a:joomla:joomla\!:3.4.2:*:*:*:*:*:*:*:

cpe:2.3:a:joomla:joomla\!:3.4.3:*:*:*:*:*:*:*:

cpe:2.3:a:joomla:joomla\!:3.4.4:*:*:*:*:*:*:*:

cpe:2.3:a:joomla:joomla\!:3.4.5:*:*:*:*:*:*:*:

https://cve.report/CVE-2015-8561
https://cve.report/CVE-2015-8563
https://cve.report/
https://twitter.com/CVEreport
https://nitter.domain.glass/CVEreport/with_replies
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report
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