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Multiple stack-based buffer overflows in the (1) conv_jistoeuc, (2) conv_euctojis, and (3) conv_sjistoeuc functions in codecc
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Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Operating System
Operating System
Operating System
Operating System
Operating System

Operating System

Vendor Product Version Update Edition Language
Claws-mail Claws-mail All All All All
Opensuse Leap 421 All All All
Opensuse Leap 421 All All All
Opensuse Opensuse 13.1 All All All
Opensuse Opensuse 13.2 All All All
Opensuse Opensuse 13.1 All All All
Opensuse Opensuse 13.2 All All All

References

Reference Source Link Tags
git.claws-mail.org Git - claws.git/commit git.claws-mail.org

oss-security - Re: mail-client/claws-mail-3.13.1: Stack Overflow - CVE needed? MLIST www.openwall.com

Debian -- Security Information -- DSA-3452-1 claws-mail DEBIAN www.debian.org

oss-security - mail-client/claws-mail-3.13.1: Stack Overflow - CVE needed? MLIST www.openwall.com

Claws Mail - the email client that bites! CONFIRM  www.claws-mail.org Patch, Vendor Advis
git.claws-mail.org Git - claws.git/commit CONFIRM git.claws-mail.org
openSUSE-SU-2016:0002-1: moderate: Security update for claws-mail SUSE lists.opensuse.org
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http://www.openwall.com/lists/oss-security/2015/12/22/2
http://www.debian.org/security/2016/dsa-3452
http://www.openwall.com/lists/oss-security/2015/12/21/10
http://www.claws-mail.org/news.php
http://git.claws-mail.org/?p=claws.git;a=commit;h=d390fa07f5548f3173dd9cc13b233db5ce934c82
http://lists.opensuse.org/opensuse-updates/2016-01/msg00000.html

Bug 3557 — Remotely exploitable bug. CONFIRM  www.thewildbeast.co.uk Issue Tracking

claws-mail: Multiple Vulnerabilities (GLSA 201606-11) — Gentoo security GENTOO  security.gentoo.org Issue Tracking

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
N |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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