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cssaomvnneLrriumsucian Gertain versions of Go from Golang contain the foIIowing vulnerability:

The Int.Exp Montgomery code in the math/big library in Go 1.5.x before
1.5.3 mishandles carry propagation and produces incorrect output,
which makes it easier for attackers to obtain private RSA keys via
unspecified vectors.

CVE-2015-8618 has been assigned by [f] cve@mitre.org to track the vulnerability - currently rated as m severity.

CVSS3 Score: 7.5-HIGH

Attack Attack Privileges User
Vector Complexity Required Interaction
Low [NONE. [ NONE |
Scope Confidentiality Integrity Availability
Impact Impact Impact

CVSS2 Score: SEMEDIUNM)
Access Access Authentication
Vector Complexity
Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

| r

Description Tags Link

Gerrit Code Review (%) CONFIRM go-
review.googlesource.com/#/c/17672/

math/big: incorrect result from Exp on 386 architecture - Issue [ Patch | ) CONFIRM

#13515 - golang/go - GitHub [ github.com | github.com/golang/go/issues/13515


https://cve.report/
https://cve.report/CVE-2015-8618/mitre
https://cve.report/CVE-2015-8618/nist
https://cve.report/CVE-2015-8618/cve_org
https://cve.report/CVE-2015-8618.pdf
http://cve.report/software/golang/go
http://cve.report/vendor/golang
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://go-review.googlesource.com/#/c/17672/
https://github.com/golang/go/issues/13515

[SECURITY] Fedora 22 Update: golang-1.5.3-1.fc22

oss-security - [security] Go security release v1.5.3

openSUSE-SU-2016:1331-1: moderate: Security update for go

[SECURITY] Fedora 23 Update: golang-1.5.3-1.fc23

oss-security - Re: CVE request for math/big.Exp

oss-security - CVE request for math/big.Exp

Google Grupper

comment@cve.report.

There are currently no QIDs associated with this CVE
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FEDORA FEDORA-2016-2dcc094217

¢ > MLIST [oss-security] 20160113
[security] Go security release v1.5.3

9 SUSE openSUSE-SU-2016:1331

FEDORA FEDORA-2016-5a073cbd93

¢ > MLIST [oss-security] 20151222 Re:
CVE request for math/big.Exp

¢ > MLIST [oss-security] 20151221 CVE
request for math/big.Exp

G MLIST [golang-announce] 20160113
[security] Go 1.5.3 is released
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No vendor comments have been submitted for this CVE
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