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CVE CVE-2015-8688
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/

Published 2016-01-15 19:59:00 UTC
Updated 2016-12-07 18:29:00 UTC
Description Gajim before 0.16.5 allows remote attackers to modify the roster and intercept messages via a crafted roster-push 1Q stanz

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version

Application Gajim Gajim All

Update

All

Edition Language

All All

References

Reference

[SECURITY] Fedora 22 Update: gajim-0.16.5-1.fc22
[SECURITY] Fedora 23 Update: gajim-0.16.5-1.fc23

Debian -- Security Information -- DSA-3492-2 gajim
openSUSE-SU-2016:0102-1: moderate: Security update for gajim
Gajim Roster Push and Message Interception

gajim: 0fa274dd1e5¢c Changelog

CVE Program record

NVD vulnerability detail

Source

FEDORA

FEDORA

DEBIAN

SUSE

MISC

CONFIRM

CVE.ORG

NVD

Link Tags
lists.fedoraproject.org
lists.fedoraproject.org
www.debian.org

lists.opensuse.org

gultsch.de

hg.gajim.org Vendor Advisory
WWWw.cve.org canonical
nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.


https://cve.report/
https://cve.report/CVE-2015-8688/mitre
https://cve.report/CVE-2015-8688/nist
https://cve.report/CVE-2015-8688/cve_org
https://cve.report/api/cve/CVE-2015-8688.json
https://cve.report/CVE-2015-8688.pdf
http://cve.report/vendor/gajim
http://cve.report/software/gajim/gajim
http://lists.fedoraproject.org/pipermail/package-announce/2016-January/175526.html
http://lists.fedoraproject.org/pipermail/package-announce/2016-January/175503.html
http://www.debian.org/security/2016/dsa-3492
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