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Summary

CVE CVE-2015-8702

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-04-12 14:59:00 UTC

Updated 2020-09-14 12:33:00 UTC

Description The DNS::GetResult function in dns.cpp in InspIRCd before 2.0.19 allows remote DNS servers to cause a denial of service (netsplit) via an invalid character in a PTR response, as demonstrated by a "\032" (whitespace) character in a hostname.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 7.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 7.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Application Inspircd Inspircd All All All All

References

Reference Source Link

InspIRCd - v2.0.19 released! CONFIRM www.inspircd.org

Reject replies to DNS PTR requests that contain invalid characters · inspircd/inspircd@6058483 · GitHub CONFIRM github.com

Debian -- Security Information -- DSA-3527-1 inspircd DEBIAN www.debian.org

InspIRCd: Multiple vulnerabilities (GLSA 201512-13) — Gentoo Security GENTOO security.gentoo.org

Inspircd S2S UID command error from specific ISP · Issue #1033 · inspircd/inspircd · GitHub CONFIRM github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

https://cve.report/
https://cve.report/CVE-2015-8702/mitre
https://cve.report/CVE-2015-8702/nist
https://cve.report/CVE-2015-8702/cve_org
https://cve.report/api/cve/CVE-2015-8702.json
https://cve.report/CVE-2015-8702.pdf
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/inspircd
http://cve.report/software/inspircd/inspircd
http://www.inspircd.org/2015/04/16/v2019-released.html
https://github.com/inspircd/inspircd/commit/6058483d9fbc1b904d5ae7cfea47bfcde5c5b559
http://www.debian.org/security/2016/dsa-3527
https://security.gentoo.org/glsa/201512-13
https://github.com/inspircd/inspircd/issues/1033
https://www.cve.org/CVERecord?id=CVE-2015-8702
https://nvd.nist.gov/vuln/detail/CVE-2015-8702


There are currently no legacy QID mappings associated with this CVE.
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