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Certain versions of Linux Kernel from Linux contain the following
vulnerability:

** DISPUTED ** kernel/ptrace.c in the Linux kernel through 4.4.1
mishandles uid and gid mappings, which allows local users to gain
privileges by establishing a user namespace, waiting for a root process
to enter that namespace with an unsafe uid or gid, and then using the
ptrace system call. NOTE: the vendor states "there is no kernel bug

here."
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CVE References

Description Tags Link

[security-announce] SUSE-SU-2016:1031-1: important:
Security update for

lists.opensuse.org

text/html

 SUSE SUSE-SU-2016:1031

CVE-2015-8709 has been assigned by  security@debian.org to track the vulnerability - currently rated as HIGH  severity.
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https://cve.report/
https://cve.report/CVE-2015-8709/mitre
https://cve.report/CVE-2015-8709/nist
https://cve.report/CVE-2015-8709/cve_org
https://cve.report/CVE-2015-8709.pdf
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://lists.opensuse.org/opensuse-security-announce/2016-04/msg00025.html


text/html

'Re: [PATCH] ptrace: being capable wrt a process
requires mapped uids/gids' - MARC

marc.info

text/html

 MLIST [linux-kernel] 20160106 Re: [PATCH]
ptrace: being capable wrt a process requires mapped
uids/gids

LKML: Jann Horn: [PATCH] ptrace: being capable wrt a
process requires mapped uids/gids

lkml.org

text/xml

 MLIST [linux-kernel] 20151226 [PATCH] ptrace:
being capable wrt a process requires mapped
uids/gids

Linux Kernel 'kernel/ptrace.c' Local Privilege Escalation
Vulnerability

cve.report (archive)

text/html

 BID 79899

oss-security - CVE Request: Linux kernel: privilege
escalation in user namespaces

www.openwall.com

text/html

 MLIST [oss-security] 20151217 CVE Request:
Linux kernel: privilege escalation in user namespaces

[security-announce] SUSE-SU-2016:1037-1: important:
Security update for

lists.opensuse.org

text/html

 SUSE SUSE-SU-2016:1037

[security-announce] SUSE-SU-2016:1032-1: important:
Security update for

lists.opensuse.org

text/html

 SUSE SUSE-SU-2016:1032

Debian -- Security Information -- DSA-3434-1 linux www.debian.org

Depreciated Link

text/html

 DEBIAN DSA-3434

'Re: [PATCH] ptrace: being capable wrt a process
requires mapped uids/gids' - MARC

marc.info

text/html

 MLIST [linux-kernel] 20160106 Re: [PATCH]
ptrace: being capable wrt a process requires mapped
uids/gids

[security-announce] SUSE-SU-2016:1035-1: important:
Security update for

lists.opensuse.org

text/html

 SUSE SUSE-SU-2016:1035

[security-announce] SUSE-SU-2016:1046-1: important:
Security update for

lists.opensuse.org

text/html

 SUSE SUSE-SU-2016:1046

[security-announce] SUSE-SU-2016:1034-1: important:
Security update for

lists.opensuse.org

text/html

 SUSE SUSE-SU-2016:1034

Linux Kernel ptrace() Namespace Bug Lets Local Users
Obtain Elevated Privileges - SecurityTracker

www.securitytracker.com

text/html

 SECTRACK 1034899

[security-announce] SUSE-SU-2016:1039-1: important:
Security update for

lists.opensuse.org

text/html

 SUSE SUSE-SU-2016:1039

Bug 1295287 – CVE-2015-8709 Kernel: ptrace: potential
privilege escalation in user namespaces

bugzilla.redhat.com

text/html

 CONFIRM bugzilla.redhat.com/show_bug.cgi?
id=1295287

oss-security - Re: CVE Request: Linux kernel: privilege
escalation in user namespaces

www.openwall.com

text/html

 MLIST [oss-security] 20151231 Re: CVE Request:
Linux kernel: privilege escalation in user namespaces

[security-announce] SUSE-SU-2016:1041-1: important:
Security update for

lists.opensuse.org

text/html

 SUSE SUSE-SU-2016:1041

[security-announce] SUSE-SU-2016:1040-1: important:
Security update for

lists.opensuse.org

text/html

 SUSE SUSE-SU-2016:1040

[SECURITY] Fedora 22 Update: kernel-4.3.4-200.fc22 lists.fedoraproject.org

text/html

 FEDORA FEDORA-2016-5d43766e33

[security-announce] SUSE-SU-2016:1764-1: important:
Security update for

lists.opensuse.org

text/html

 SUSE SUSE-SU-2016:1764

[security-announce] SUSE-SU-2016:1038-1: important:
Security update for

lists.opensuse.org

text/html

 SUSE SUSE-SU-2016:1038

[security-announce] SUSE-SU-2016:1033-1: important:
Security update for

lists.opensuse.org

text/html

 SUSE SUSE-SU-2016:1033

[security-announce] SUSE-SU-2016:1019-1: important: lists.opensuse.org  SUSE SUSE-SU-2016:1019

http://marc.info/?l=linux-kernel&m=145204641422813&w=2
https://lkml.org/lkml/2015/12/25/71
http://cve.report/bid/79899
http://www.openwall.com/lists/oss-security/2015/12/17/12
http://lists.opensuse.org/opensuse-security-announce/2016-04/msg00030.html
http://lists.opensuse.org/opensuse-security-announce/2016-04/msg00026.html
http://www.debian.org/security/2016/dsa-3434
http://marc.info/?l=linux-kernel&m=145204362722256&w=2
http://lists.opensuse.org/opensuse-security-announce/2016-04/msg00029.html
http://lists.opensuse.org/opensuse-security-announce/2016-04/msg00037.html
http://lists.opensuse.org/opensuse-security-announce/2016-04/msg00028.html
http://www.securitytracker.com/id/1034899
http://lists.opensuse.org/opensuse-security-announce/2016-04/msg00032.html
https://bugzilla.redhat.com/show_bug.cgi?id=1295287
http://www.openwall.com/lists/oss-security/2015/12/31/5
http://lists.opensuse.org/opensuse-security-announce/2016-04/msg00034.html
http://lists.opensuse.org/opensuse-security-announce/2016-04/msg00033.html
http://lists.fedoraproject.org/pipermail/package-announce/2016-February/176484.html
http://lists.opensuse.org/opensuse-security-announce/2016-07/msg00005.html
http://lists.opensuse.org/opensuse-security-announce/2016-04/msg00031.html
http://lists.opensuse.org/opensuse-security-announce/2016-04/msg00027.html
http://lists.opensuse.org/opensuse-security-announce/2016-04/msg00019.html


← Previous ID Next ID→

[security-announce] SUSE-SU-2016:1019-1: important:
Security update for

lists.opensuse.org

text/html

 SUSE SUSE-SU-2016:1019

[security-announce] openSUSE-SU-2016:1008-1:
important: Security update

lists.opensuse.org

text/html

 SUSE openSUSE-SU-2016:1008

[security-announce] SUSE-SU-2016:1045-1: important:
Security update for

lists.opensuse.org

text/html

 SUSE SUSE-SU-2016:1045

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Operating
System

Linux Linux Kernel All All All All

No vendor comments have been submitted for this CVE
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