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The dissect_dns_answer function in epan/dissectors/packet-dns.c in the DNS dissector in Wireshark 1.12.x before 1.12.9 n
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Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Wireshark Wireshark 1.12.0 All All All
Wireshark Wireshark 1.121 All All All
Wireshark Wireshark 1.12.2 All All All
Wireshark Wireshark 1.12.3 All All All
Wireshark Wireshark 1.12.4 All All All
Wireshark Wireshark 1.12.5 All All All
Wireshark Wireshark 1.12.6 All All All
Wireshark Wireshark 1.12.7 All All All
Wireshark Wireshark 1.12.8 All All All
Wireshark Wireshark 1.12.0 All All All
Wireshark Wireshark 1.12.1 All All All
Wireshark Wireshark 1.12.2 All All All
Wireshark Wireshark 1.12.3 All All All
Wireshark Wireshark 1.12.4 All All All
Wireshark Wireshark 1.12.5 All All All
Wireshark Wireshark 1.12.6 All All All
Wireshark Wireshark 1.12.7 All All All
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Application Wireshark Wireshark 1.12.8 All
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All

References

Reference

Debian -- Security Information -- DSA-3505-1 wireshark

10988 — Wireshark ignores DNS Client Subnet option's data length when it's too long
Wireshark: Multiple vulnerabilities (GLSA 201604-05) — Gentoo security

Wireshark - wnpa-sec-2015-38 - DNS dissector crash

code.wireshark Code Review - wireshark.git/commit

Wireshark Multiple Denial of Service Vulnerabilities

Wireshark Multiple Dissector/Parser Bugs Let Remote Users Deny Service - Security Tracker
code.wireshark Code Review - wireshark.git/commit

Oracle Solaris Bulletin - January 2016
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

671108 EulerOS Security Update for wireshark (EulerOS-SA-2019-2425)
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