
CVE-2015-8751
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2015-8751

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-02-17 22:15:00 UTC

Updated 2023-12-05 21:06:00 UTC

Description Integer overflow in the jas_matrix_create function in JasPer allows context-dependent attackers to have unspecified impact via a crafted JPEG 2000 image, related to integer multiplication for memory allocation.

Risk And Classification

Problem Types: CWE-190

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Tomcat 8.5.68 All All All

Application Jasper Project Jasper All All All All

Application Jasper Project Jasper - All All All

Application Jasper Project Jasper - All All All

References

Reference Source Link Tags

Pony Mail! MLIST lists.apache.org

JasPer 'jas_matrix_create()' Function Integer Overflow Vulnerability BID www.securityfocus.com Third Party Advisory, VDB Entry

oss-security - Re: Re: Integer overflow in the JasPer's jas_matrix_create() function MISC www.openwall.com Mailing List, Third Party Advisory

oss-security - Fwd: Integer overflow in the JasPer's jas_matrix_create() function MISC www.openwall.com Exploit, Mailing List, Third Party Advisory

Pony Mail! MLIST lists.apache.org

Bug 1294039 – jasper: Integer overflow in jas_matrix_create() MISC bugzilla.redhat.com Exploit, Issue Tracking, Third Party Advisory

oss-security - Re: Integer overflow in the JasPer's jas_matrix_create() function MISC www.openwall.com Mailing List, Third Party Advisory

[tomcat-dev] 20210805 [Bug 65482] Jasper jar contains CVE-2015-8751 vulnerability lists.apache.org

[tomcat-dev] 20210805 [Bug 65482] New: Jasper jar contains CVE-2015-8751 vulnerability lists.apache.org

CVE Program record CVE.ORG www.cve.org canonical
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No vendor comments have been submitted for this CVE.
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