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Summary

CVE CVE-2015-8768

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-02-13 18:59:00 UTC

Updated 2017-10-03 01:29:00 UTC

Description click/install.py in click does not require files in package filesystem tarballs to start with ./ (dot slash), which allows remote attackers to install an alternate security policy and gain privileges via a crafted package, as demonstrated by the test.mmrow app for Ubuntu phone.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 14.04 All All All

Operating System Canonical Ubuntu Linux 15.04 All All All

Operating System Canonical Ubuntu Linux 14.04 All All All

Operating System Canonical Ubuntu Linux 15.04 All All All

Application Click Project Click - All All All

Application Click Project Click - All All All

References

Reference Source Link Tags

oss-security - Re: CVE Request: click MLIST www.openwall.com Mailing List, Patch, Third Party Advisory

~click-hackers/click/devel : revision 587 CONFIRM bazaar.launchpad.net

Update on Ubuntu Phone security issue | Ubuntu Insights CONFIRM insights.ubuntu.com

USN-2771-1: Click vulnerability | Ubuntu UBUNTU ubuntu.com Third Party Advisory

Bug #1506467 “click install does not ignore shipped files withou...” : Bugs : click package : Ubuntu CONFIRM bugs.launchpad.net Issue Tracking, Patch, Third Party Advisory

New app in the store... (Not mine) After you run it and clink on "tap me"… MISC plus.google.com

Merge into devel : audit-missing-dot-slash : Code : click CONFIRM code.launchpad.net Issue Tracking, Patch, Third Party Advisory

Click CVE-2015-8768 Privilege Escalation Vulnerability BID www.securityfocus.com Third Party Advisory, VDB Entry
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CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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