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Summary

CVE CVE-2015-8789

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-01-29 19:59:00 UTC

Updated 2017-01-20 02:59:00 UTC

Description Use-after-free vulnerability in the EbmlMaster::Read function in libEBML before 1.3.3 allows context-dependent attackers to have unspecified impact via a "deeply nested element with infinite size" followed by another element of an upper level in an EBML document.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Matroska Libebml All All All All

References

Reference Source Link

libebml/ChangeLog at release-1.3.3 · Matroska-Org/libebml · GitHub CONFIRM github.com

Debian -- Security Information -- DSA-3538-1 libebml DEBIAN www.debian.org

openSUSE-SU-2016:0125-1: moderate: Security update for libebml, libmatro SUSE lists.opensuse.org

[Matroska-users] libEBML v1.3.3, libMatroska v1.4.4 released: important fixes MLIST lists.matroska.org

Matroska libEBML CVE-2016-1515 Multiple Double Free Denial of Service Vulnerabilities BID www.securityfocus.com

EbmlMaster: propagate upper level element after infinite sized one co… · Matroska-Org/libebml@88409e2 · GitHub CONFIRM github.com

Cisco Talos - Talos 2016 0037 MISC www.talosintelligence.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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