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CVE CVE-2015-8789
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2016-01-29 19:59:00 UTC
Updated 2017-01-20 02:59:00 UTC
Description Use-after-free vulnerability in the EbmIMaster::Read function in libEBML before 1.3.3 allows context-dependent attackers tc

1|

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition

Application Matroska Libebml All All All

Language

All

References

Reference

libebml/Changelog at release-1.3.3 - Matroska-Org/libebml - GitHub

Debian -- Security Information -- DSA-3538-1 libebml

openSUSE-SU-2016:0125-1: moderate: Security update for libebml, libmatro

[Matroska-users] libEBML v1.3.3, libMatroska v1.4.4 released: important fixes

Matroska libEBML CVE-2016-1515 Multiple Double Free Denial of Service Vulnerabilities

EbmIMaster: propagate upper level element after infinite sized one co... - Matroska-Org/libebml@88409e2 - GitHub
Cisco Talos - Talos 2016 0037

CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

Source

CONFIRM

DEBIAN

SUSE

MLIST

BID

CONFIRM

MISC

CVE.ORG

NVD

Link

github.con
www.debi:
lists.opens
lists.matro
www.secu
github.con
www.talos
WWW.CVE.(

nvd.nist.gc

il


https://cve.report/
https://cve.report/CVE-2015-8789/mitre
https://cve.report/CVE-2015-8789/nist
https://cve.report/CVE-2015-8789/cve_org
https://cve.report/api/cve/CVE-2015-8789.json
https://cve.report/CVE-2015-8789.pdf
http://cve.report/vendor/matroska
http://cve.report/software/matroska/libebml
https://github.com/Matroska-Org/libebml/blob/release-1.3.3/ChangeLog
http://www.debian.org/security/2016/dsa-3538
http://lists.opensuse.org/opensuse-updates/2016-01/msg00035.html
http://lists.matroska.org/pipermail/matroska-users/2015-October/006985.html
http://www.securityfocus.com/bid/94924
https://github.com/Matroska-Org/libebml/commit/88409e2a94dd3b40ff81d08bf6d92f486d036b24
http://www.talosintelligence.com/reports/TALOS-2016-0037/
https://www.cve.org/CVERecord?id=CVE-2015-8789
https://nvd.nist.gov/vuln/detail/CVE-2015-8789
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