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Summary

CVE CVE-2015-8799

State PUBLIC

Assigner secure@symantec.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-06-08 14:59:00 UTC

Updated 2021-09-09 17:06:00 UTC

Description Directory traversal vulnerability in the Management Server in Symantec Embedded Security: Critical System Protection (SES:CSP) 1.0.x before 1.0 MP5, Embedded Security: Critical System Protection for Controllers and Devices (SES:CSP) 6.5.0 before MP1, Critical System Protection (SCSP) before 5.2.9 MP6, Data Center Security: Server Advanced Server (DCS:SA) 6.x before 6.5 MP1 and 6.6 before MP1, and Data Center Security: Server Advanced Server and Agents (DCS:SA) through 6.6 MP1 allows remote authenticated users to write update-package data to arbitrary agent locations via unspecified vectors.

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update

Application Broadcom Symantec Critical System Protection All All

Application Broadcom Symantec Data Center Security Server All All

Application Broadcom Symantec Data Center Security Server 6.5.0 -

Application Broadcom Symantec Data Center Security Server 6.6.0 All

Application Broadcom Symantec Data Center Security Server And Agents 6.6.0 All

Operating System Broadcom Symantec Embedded Security Critical System Protection All All

Operating System Broadcom Symantec Embedded Security Critical System Protection For Controllers And Devices 6.5.0 All

Application Symantec Critical System Protection All All

Application Symantec Data Center Security Server All All

Application Symantec Data Center Security Server 6.5.0 -

Application Symantec Data Center Security Server 6.6.0 All

Application Symantec Data Center Security Server All All

Application Symantec Data Center Security Server 6.5.0 -

Application Symantec Data Center Security Server 6.6.0 All

Application Symantec Data Center Security Serverand Agents 6.6.0 All

Application Symantec Data Center Security Serverand Agents 6.6.0 All

Operating System Symantec Symantec Embedded Security Critical System Protection All All
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Operating System Symantec Symantec Embedded Security Critical System Protection All All

Operating System Symantec Symantec Embedded Security Critical System Protection For Controllers And Devices 6.5.0 All

Operating System Symantec Symantec Embedded Security Critical System Protection For Controllers And Devices 6.5.0 All
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Security Advisories Relating to Symantec Products - Symantec Embedded Security: Critical System Protection and Symantec Data Center Security: Server Advanced, Multiple Security Issues - 2016-06-07T11:59:35 PDT 

Multiple Symantec Products CVE-2015-8799 Binary Planting Vulnerability

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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