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CVE CVE-2015-8816
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-04-27 17:59:00 UTC
Updated 2023-11-01 14:51:00 UTC
Description The hub_activate function in drivers/usb/core/hub.c in the Linux kernel before 4.3.5 does not properly maintain a hub-interfe

/ ]

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor  Product Version Update Edition Language
Operating System Linux Linux Kernel All All All All
Operating System Linux Linux Kernel All All All All
Operating System Novell Suse Linux Enterprise Debuginfo 11 sp4 All All
Operating System Novell Suse Linux Enterprise Debuginfo 11 sp4 All All
Operating System Novell Suse Linux Enterprise Desktop 12.0 All All All
Operating System Novell Suse Linux Enterprise Desktop 12.0 All All All
Operating System Novell Suse Linux Enterprise Live Patching 12.0 All All All
Operating System Novell Suse Linux Enterprise Live Patching 12.0 All All All
Operating System Novell Suse Linux Enterprise Module For Public Cloud 12 All All All
Operating System Novell Suse Linux Enterprise Module For Public Cloud 12 All All All
Operating System Novell Suse Linux Enterprise Real Time Extension 11 sp4 All All
Operating System Novell Suse Linux Enterprise Real Time Extension 12 spl All All
Operating System Novell Suse Linux Enterprise Real Time Extension 11 sp4 All All
Operating System Novell Suse Linux Enterprise Real Time Extension 12 spl All All
Operating System Novell Suse Linux Enterprise Server 11 extra All All
Operating System Novell Suse Linux Enterprise Server 11 sp4 All All
Operating System Novell Suse Linux Enterprise Server 12.0 All All All
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Operating System Novell Suse Linux Enterprise Server 11 extra All All
Operating System Novell Suse Linux Enterprise Server 11 sp4 All All
Operating System Novell Suse Linux Enterprise Server 12.0 All All All
Application Novell Suse Linux Enterprise Software Development Kit 11.0 sp4 All All
Application Novell Suse Linux Enterprise Software Development Kit 12.0 All All All
Operating System Novell Suse Linux Enterprise Software Development Kit 11.0 sp4 All All
Operating System Novell Suse Linux Enterprise Software Development Kit 12.0 All All All
Operating System Novell Suse Linux Enterprise Software Development Kit 11.0 sp4 All All
Operating System Novell Suse Linux Enterprise Software Development Kit 12.0 All All All
Operating System Novell Suse Linux Enterprise Workstation Extension 12.0 All All All
Operating System Novell Suse Linux Enterprise Workstation Extension 12.0 All All All
Operating System Suse Linux Enterprise Live Patching 12 - All All
Operating System Suse Linux Enterprise Server 12 All All All
Reference Source Link
[security-announce] SUSE-SU-2016:2001-1: important: Security update for SUSE lists.opensuse.org
[security-announce] SUSE-SU-2016:2009-1: important: Security update for SUSE lists.opensuse.org
[security-announce] SUSE-SU-2016:1961-1: important: Security update for SUSE lists.opensuse.org
kernel/git/torvalds/linux.git - Linux kernel source tree CONFIRM  git.kernel.org
Debian -- Security Information -- DSA-3503-1 linux DEBIAN www.debian.org
[security-announce] SUSE-SU-2016:2010-1: important: Security update for SUSE lists.opensuse.org
[security-announce] SUSE-SU-2016:2005-1: important: Security update for SUSE lists.opensuse.org
[security-announce] SUSE-SU-2016:2002-1: important: Security update for SUSE lists.opensuse.org
[security-announce] SUSE-SU-2016:1707-1: important: Security update for SUSE lists.opensuse.org
Oracle Linux Bulletin - July 2016 CONFIRM  www.oracle.com
[security-announce] SUSE-SU-2016:2007-1: important: Security update for SUSE lists.opensuse.org
[security-announce] SUSE-SU-2016:1994-1: important: Security update for SUSE lists.opensuse.org
[security-announce] SUSE-SU-2016:1995-1: important: Security update for SUSE lists.opensuse.org
[security-announce] SUSE-SU-2016:2014-1: important: Security update for SUSE lists.opensuse.org
[security-announce] SUSE-SU-2016:2074-1: important: Security update for SUSE lists.opensuse.org
Android Security Bulletin—July 2016 | Android Open Source Project CONFIRM  source.android.com
[security-announce] SUSE-SU-2016:1672-1: important: Security update for SUSE lists.opensuse.org
Linux Kernel 'usb/core/hub.c' NULL Pointer Dereference Denial of Service Vulnerability BID www.securityfocus.co
1311589 — (CVE-2015-8816) CVE-2015-8816 kernel: USB hub invalid memory access in hub_activate() CONFIRM bugzilla.redhat.com
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http://source.android.com/security/bulletin/2016-07-01.html
http://lists.opensuse.org/opensuse-security-announce/2016-06/msg00052.html
http://www.securityfocus.com/bid/83363
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[security-announce] SUSE-SU-2016:2006-1: Important: Security update for

oss-security - CVE Request: Linux kernel USB hub invalid memory access in hub_activate()
Oracle VM Server for x86 Bulletin - October 2016

[security-announce] SUSE-SU-2016:1764-1: important: Security update for
[security-announce] SUSE-SU-2016:1690-1: important: Security update for
[security-announce] SUSE-SU-2016:1019-1: important: Security update for

USB: fix invalid memory access in hub_activate() - torvalds/linux@e50293e - GitHub
www.kernel.org/pub/linux/kernel/v4.x/Changelog-4.3.5
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

671064 EulerOS Security Update for kernel (EulerOS-SA-2019-2599)

© CVE.report 2026 |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This

site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web

site. This site includes MITRE data granted under the following license.

CVE.report and Source URL Uptime Status status.cve.report


http://lists.opensuse.org/opensuse-security-announce/2016-08/msg00019.html
http://www.openwall.com/lists/oss-security/2016/02/23/5
http://www.oracle.com/technetwork/topics/security/ovmbulletinoct2016-3090547.html
http://lists.opensuse.org/opensuse-security-announce/2016-07/msg00005.html
http://lists.opensuse.org/opensuse-security-announce/2016-06/msg00054.html
http://lists.opensuse.org/opensuse-security-announce/2016-04/msg00019.html
https://github.com/torvalds/linux/commit/e50293ef9775c5f1cf3fcc093037dd6a8c5684ea
http://www.kernel.org/pub/linux/kernel/v4.x/ChangeLog-4.3.5
https://www.cve.org/CVERecord?id=CVE-2015-8816
https://nvd.nist.gov/vuln/detail/CVE-2015-8816
http://cve.report/qid/671064
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report

	CVE-2015-8816
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References
	Legacy QID Mappings


