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Summary

CVE CVE-2015-8818

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-12-29 22:59:00 UTC

Updated 2023-02-12 23:15:00 UTC

Description The cpu_physical_memory_write_rom_internal function in exec.c in QEMU (aka Quick Emulator) does not properly skip MMIO regions, which allows local privileged guest users to cause a denial of service (guest crash) via unspecified vectors.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Qemu Qemu All All All All

References

Reference Source Link

Red Hat Customer Portal MISC access.redhat.com

Red Hat Customer Portal MISC access.redhat.com

Red Hat Customer Portal REDHAT rhn.redhat.com

Red Hat Customer Portal MISC access.redhat.com

git.qemu.org Git - qemu.git/commit CONFIRM git.qemu.org

Red Hat Customer Portal MISC access.redhat.com

Red Hat Customer Portal REDHAT rhn.redhat.com

Red Hat Customer Portal REDHAT rhn.redhat.com

oss-security - CVE request Qemu: OOB access in address_space_rw leads to segmentation fault MLIST www.openwall.com

CVE-2015-8818 - Red Hat Customer Portal MISC access.redhat.com

oss-security - Re: CVE request Qemu: OOB access in address_space_rw leads to segmentation fault MLIST www.openwall.com

Red Hat Customer Portal MISC access.redhat.com

Bug 1300771 – CVE-2015-8817 CVE-2015-8818 Qemu: OOB access in address_space_rw leads to segmentation fault CONFIRM bugzilla.redhat.com

https://cve.report/
https://cve.report/CVE-2015-8818/mitre
https://cve.report/CVE-2015-8818/nist
https://cve.report/CVE-2015-8818/cve_org
https://cve.report/CVE-2015-8818.pdf
http://cve.report/vendor/qemu
http://cve.report/software/qemu/qemu
https://access.redhat.com/errata/RHSA-2016:2705
https://access.redhat.com/errata/RHSA-2016:2671
http://rhn.redhat.com/errata/RHSA-2016-2704.html
https://access.redhat.com/errata/RHSA-2016:2670
http://git.qemu.org/?p=qemu.git;a=commit;h=b242e0e0e2969c044a318e56f7988bbd84de1f63
https://access.redhat.com/errata/RHSA-2016:2704
http://rhn.redhat.com/errata/RHSA-2016-2670.html
http://rhn.redhat.com/errata/RHSA-2016-2706.html
http://www.openwall.com/lists/oss-security/2016/03/01/1
https://access.redhat.com/security/cve/CVE-2015-8818
http://www.openwall.com/lists/oss-security/2016/03/01/10
https://access.redhat.com/errata/RHSA-2016:2706
https://bugzilla.redhat.com/show_bug.cgi?id=1300771


Red Hat Customer Portal REDHAT rhn.redhat.com

git.qemu.org Git - qemu.git/commit MISC git.qemu.org

Red Hat Customer Portal REDHAT rhn.redhat.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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900063 CBL-Mariner Linux Security Update for qemu-kvm 4.2.0
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