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Summary

CVE CVE-2015-8831

State PUBLIC

Assigner security@debian.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-02-09 15:59:00 UTC

Updated 2017-03-02 02:59:00 UTC

Description Cross-site scripting (XSS) vulnerability in admin/comments.php in Dotclear before 2.8.2 allows remote attackers to inject arbitrary web script or HTML via the author name in a comment.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Dotclear Dotclear All All All All

References

Reference Source

dotclear 2.8.1 Cross Site Scripting ≈ Packet Storm MISC

oss-security - Re: CVE Request: Dotclear: XSS vulnerability in comments managment page and media exclusion control enforcement MLIST

Dotclear: changeset 3121:65e65154dadf CONFIRM

Cureblog - Der Blog der Curesec GmbH MISC

Dotclear 'admin/comments.php' Cross Site Scripting Vulnerability BID

Full Disclosure: dotclear 2.8.1: XSS FULLDISC

oss-security - CVE Request: Dotclear: XSS vulnerability in comments managment page and media exclusion control enforcement MLIST

Dotclear 2.8.2 › Dotclear News › Dotclear › Blog management made easy CONFIRM

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.
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http://www.openwall.com/lists/oss-security/2016/03/07/5
https://hg.dotclear.org/dotclear/rev/65e65154dadf
https://blog.curesec.com/article/blog/dotclear-281-XSS-94.html
http://www.securityfocus.com/bid/96377
http://seclists.org/fulldisclosure/2015/Nov/59
http://www.openwall.com/lists/oss-security/2016/03/05/4
http://dotclear.org/blog/post/2015/10/25/Dotclear-2.8.2
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There are currently no legacy QID mappings associated with this CVE.
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