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CVE-2015-8835

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

essannncurrnumsucray — Gertain versions of Php from Php contain the following vulnerability:

The make_http_soap_request function in ext/soap/php_http.c in PHP
before 5.4.44, 5.5.x before 5.5.28, and 5.6.x before 5.6.12 does not
properly retrieve keys, which allows remote attackers to cause a denial
of service (NULL pointer dereference, type confusion, and application
crash) or possibly execute arbitrary code via crafted serialized data
representing a numerically indexed _cookies array, related to the
SoapClient::__call method in ext/soap/soap.c.

CVE-2015-8835 has been assigned by [f] cve@mitre.org to track the vulnerability - currently rated as severity.

CVSS3 Score: 9.8- CRITICAL |

Attack Attack Privileges User
Vector Complexity Required Interaction
NETWORK LOW [ NONE | [ NONE |
Scope Confidentiality Integrity Availability
Impact Impact Impact
[ HIGH | [ HIGH | [ HIGH |
CVSS2 Score: 7.5-HIGH
Access Access Authentication
Vector Complexity
Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link
PHP CVE-2015-8835 NULL Pointer Dereference Denial of Service (D BID 84426

Vulnerability text/html


https://cve.report/
https://cve.report/CVE-2015-8835/mitre
https://cve.report/CVE-2015-8835/nist
https://cve.report/CVE-2015-8835/cve_org
https://cve.report/CVE-2015-8835.pdf
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://cve.report/bid/84426

[security-announce] SUSE-SU-2016:1145-1: important: Security update for

USN-2952-2: PHP regression | Ubuntu

PHP :: Sec Bug #70081 :: SoapClient info leak / null pointer dereference via
multiple type confusions

[security-announce] SUSE-SU-2016:1166-1: important: Security update for

Red Hat Customer Portal

USN-2952-1: PHP vulnerabilities | Ubuntu

[security-announce] openSUSE-SU-2016:1173-1: important: Security update

PHP: PHP 5 ChangelLog

[security-announce] openSUSE-SU-2016:1167-1: important: Security update

lists.opensuse.org
text/html

]
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Z
El

bugs.php.net
text/htm

lists.opensuse.org
text/html

web.archive.org
text/htm

Inactive Link™ Not Archived

text/html
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text/html
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text/htm
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2016:1167

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE
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cpe:2.3:a:php:php:5.5.0: " %"
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akak Lk okakuk.
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Skukakuk kK.
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Skuk ok uk kK.
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cpe:2.3:a:php:php:5.6.9: """

cpe:2.3:a:php:php:5.5.0:* % "

cpe:2.3:a:php:php:5.5.0:alphat:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.5.0:alpha2:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.5.0:alpha3:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.5.0:betat:*:*:***:™:

cpe:2.3:a:php:php:5.5.0:beta2:*:*:*:*:*:*:



cpe:2.3:a:php:php:5.5.3: "

cpe:2.3:a:php:php:5.5.4:* % "

cpe:2.3:a:php:php:5.5.5:* % "

cpe:2.3:a:php:php:5.5.6: "™

cpe:2.3:a:php:php:5.5.7: "™

cpe:2.3:a:php:php:5.5.8: "™

cpe:2.3:a:php:php:5.5.9: "™

KRk ok kuk.

cpe:2.3:a:php:php:5.6.0:alphat:*:*:*:*:*:*:

Sk ok ak Lk k k.

cpe:2.3:a:php:php:5.6.0:beta2:*:*:*:*:*:*:

Skak ok kR k.

cpe:2.3:a:php:php:5.6.0:betad:*:*:**:*:*:
cpe:2.3:a:php:php:5.6.0:betad:*:*:*:*:*:*:
cpe:2.3:a:php:php:5.6.1: %" "™

cpe:2.3:a:php:php:5.6.10:* """ *:™:

cne'? 3'a'nhn'nhn'f G 11 *-*-x %%



B T R ! AT

cpe:2.3:a:php:php:5.6.2: %" "*:

cpe:2.3:a:php:php:5.6.3: """

cpe:2.3:a:php:php:5.6.4:" %" "

cpe:2.3:a:php:php:5.6.5: " "™

cpe:2.3:a:php:php:5.6.6:" """

cpe:2.3:a:php:php:5.6.7:* % "

cpe:2.3:a:php:php:5.6.8: % "

cpe:2.3:a:php:php:5.6.9:* "

No vendor comments have been submitted for this CVE
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