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ext/mysqlnd/mysqind.c in PHP before 5.4.43, 5.5.x before 5.5.27, and 5.6.x before 5.6.11 uses a client SSL option to mean
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Risk And Classification

Problem Types: CWE-284

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Php Php 5.5.0 All All All
Php Php 5.5.0 alphai All All
Php Php 5.5.0 alpha2 All All
Php Php 5.5.0 alpha3 All All
Php Php 5.5.0 alpha4 All All
Php Php 5.5.0 alphab All All
Php Php 5.5.0 alphaé All All
Php Php 5.5.0 betal All All
Php Php 5.5.0 beta2 All All
Php Php 5.5.0 beta3 All All
Php Php 5.5.0 beta4 All All
Php Php 5.5.0 rci All All
Php Php 5.5.0 rc2 All All
Php Php 5.5.1 All All Al
Php Php 5.5.10 All All All
Php Php 5.5.11 All All All
Php Php 55.12 All All All
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Application Php Php 5.5.24 Al Al Al
Application Php Php 5.5.25 All All All
Application Php Php 5.5.26 All All All
Application Php Php 553 All All All
Application Php Php 5.5.4 All All All
Application Php Php 5.5.5 All All All
Application Php Php 5.5.6 All All All
Application Php Php 5.5.7 All All All
Application Php Php 5.5.8 All All All
Application Php Php 5.5.9 All All All
Application Php Php 5.6.0 alphai All All
Application Php Php 5.6.0 alpha2 All All
Application Php Php 5.6.0 alpha3 All All
Application Php Php 5.6.0 alpha4 All All
Application Php Php 5.6.0 alphab All All
Application Php Php 5.6.0 betal All All
Application Php Php 5.6.0 beta2 All All
Application Php Php 5.6.0 beta3 All All
Application Php Php 5.6.0 beta4 All All
Application Php Php 5.6.1 All All All
Application Php Php 5.6.10 All All All
Application Php Php 5.6.2 All All All
Application Php Php 5.6.3 All All All
Application Php Php 5.6.4 All All All
Application Php Php 5.6.5 All All All
Application Php Php 5.6.6 All All All
Application Php Php 5.6.7 All All All
Application Php Php 5.6.8 All All All
Application Php Php 5.6.9 All All All
Application Php Php All All All All
Reference Source Link Tags
[security-announce] SUSE-SU-2016:1145-1: important: Security update for SUSE lists.opensuse.org
USN-2952-2: PHP regression | Ubuntu UBUNTU  www.ubuntu.com
PHP :: Sec Bug #69669 :: mysqlnd is vulnerable to BACKRONYM (CVE-2015-3152) CONFIRM bugs.php.net
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http://cve.report/software/php/php
http://lists.opensuse.org/opensuse-security-announce/2016-04/msg00052.html
http://www.ubuntu.com/usn/USN-2952-2
https://bugs.php.net/bug.php?id=69669

[security-announce] SUSE-SU-2016:1166-1: important: Security update for SUSE lists.opensuse.org

208.43.231.11 Git - php-src.git/commit git.php.net

USN-2952-1: PHP vulnerabilities | Ubuntu UBUNTU  www.ubuntu.com

[security-announce] openSUSE-SU-2016:1173-1: important: Security update SUSE lists.opensuse.org

PHP: PHP 5 ChangelLog CONFIRM  php.net

208.43.231.11 Git - php-src.git/commit CONFIRM  git.php.net

[security-announce] openSUSE-SU-2016:1167-1: important: Security update SUSE lists.opensuse.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

670246 EulerOS Security Update for php (EulerOS-SA-2021-1830)
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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