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Summary

CVE CVE-2015-8841

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-04-12 01:59:00 UTC

Updated 2023-04-20 17:57:00 UTC

Description Heap-based buffer overflow in the Archive support module in ESET NOD32 before update 11861 allows remote attackers to execute arbitrary code via a large number of languages in an EPOC installation file of type SIS_FILE_MULTILANG.

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Eset Nod32 - 10951 All All

Application Eset Nod32 - 10952 All All

Application Eset Nod32 - 10953 All All

Application Eset Nod32 - 10954 All All

Application Eset Nod32 - 10955 All All

Application Eset Nod32 - 10956 All All

Application Eset Nod32 - 10957 All All

Application Eset Nod32 - 10958 All All

Application Eset Nod32 - 10959 All All

Application Eset Nod32 - 10960 All All

Application Eset Nod32 - 10961 All All

Application Eset Nod32 - 10962 All All

Application Eset Nod32 - 10963 All All

Application Eset Nod32 - 10964 All All

Application Eset Nod32 - 10965 All All

Application Eset Nod32 - 10966 All All

Application Eset Nod32 - 10967 All All
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