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CVE CVE-2015-8851
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-01-30 21:15:00 UTC
Updated 2020-02-05 17:26:00 UTC
Description node-uuid before 1.4.4 uses insufficiently random data to create a GUID, which could make it easier for attackers to have u

/ |

1|

Risk And Classification

Problem Types: CWE-331

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Node-uuid Project Node-uuid All All All All
Application Node-uuid Project Node-uuid All All All All

References

Reference Source Link

1327056 — (CVE-2015-8851) CVE-2015-8851 nodejs-node-uuid: insecure entropy source - Math.random() MISC bugzilla.redhat.com
v1.4.4: close #122 #118 #108 - broofa/node-uuid@672f383 - GitHub CONFIRM  github.com
Overview CONFIRM  nodesecurity.io
oss-security - Re: CVE for nodejs node-uuid MISC www.openwall.com
CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

983789 Nodejs (npm) Security Update for node-uuid (GHSA-265q-28rp-chg5)
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