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Summary

CVE CVE-2015-8862

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-01-23 21:59:00 UTC

Updated 2017-03-02 02:59:00 UTC

Description mustache package before 2.2.1 for Node.js allows remote attackers to conduct cross-site scripting (XSS) attacks by leveraging a template with an attribute that is not quoted.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mustache.js Project Mustache.js All All All All

References

Reference Source Link Tags

Node.js mustache.js Package CVE-2015-8862 Cross Site Scripting Vulnerability BID www.securityfocus.com

Node Security Platform | Advisory CONFIRM nodesecurity.io Exploit, Patch, Vendor Advisory

oss-security - various vulnerabilities in Node.js packages MLIST www.openwall.com Mailing List, Third Party Advisory

[R7] LCE 4.8.1 Fixes Multiple Vulnerabilities - Security Advisory | Tenable™ CONFIRM www.tenable.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

980832 Nodejs (npm) Security Update for mustache (GHSA-w3w8-37jv-2c58)

983491 Nodejs (npm) Security Update for mustache (GHSA-3233-rgx3-c2wh)
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