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CVE-2015-8873

Source: Mitre  Source: NIST  CVE.ORG  Print: PDF 

Certain versions of Leap from Opensuse contain the following
vulnerability:

Stack consumption vulnerability in Zend/zend_exceptions.c in PHP
before 5.4.44, 5.5.x before 5.5.28, and 5.6.x before 5.6.12 allows
remote attackers to cause a denial of service (segmentation fault) via
recursive method calls.

CVSS3 Score: 7.5 - HIGH
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UNCHANGED NONE NONE HIGH

CVSS2 Score: 5 - MEDIUM
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NONE NONE PARTIAL

CVE References

Description Tags Link

PHP :: Sec Bug #69793 :: Remotely
triggerable stack exhaustion via
recursive method calls

Exploit

bugs.php.net

text/html

 CONFIRM bugs.php.net/bug.php?id=69793

208.43.231.11 Git - php-src.git/commit git.php.net  CONFIRM git.php.net/?p=php-

CVE-2015-8873 has been assigned by  cve@mitre.org to track the vulnerability - currently rated as HIGH  severity.
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https://cve.report/
https://cve.report/CVE-2015-8873/mitre
https://cve.report/CVE-2015-8873/nist
https://cve.report/CVE-2015-8873/cve_org
https://cve.report/CVE-2015-8873.pdf
http://cve.report/software/opensuse/leap
http://cve.report/vendor/opensuse
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://bugs.php.net/bug.php?id=69793
http://git.php.net/?p=php-src.git;a=commit;h=4d2278143a08b7522de9471d0f014d7357c28fea


text/xml src.git;a=commit;h=4d2278143a08b7522de9471d0f014d7357c28fea

openSUSE-SU-2016:1524-1: moderate:
Security update for php5

lists.opensuse.org

text/html

 SUSE openSUSE-SU-2016:1524

Red Hat Customer Portal web.archive.org

text/html

Inactive Link Not Archived

 REDHAT RHSA-2016:2750

PHP: PHP 5 ChangeLog php.net

text/html

 CONFIRM php.net/ChangeLog-5.php

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Operating
System

Opensuse Leap 42.1 All All All

Operating
System

Opensuse Leap 42.1 All All All

Application Php Php All All All All

Application Php Php 5.5.0 All All All

Application Php Php 5.5.0 alpha1 All All

Application Php Php 5.5.0 alpha2 All All

Application Php Php 5.5.0 alpha3 All All

Application Php Php 5.5.0 alpha4 All All

Application Php Php 5.5.0 alpha5 All All

Application Php Php 5.5.0 alpha6 All All

Application Php Php 5.5.0 beta1 All All

Application Php Php 5.5.0 beta2 All All

Application Php Php 5.5.0 beta3 All All

Application Php Php 5.5.0 beta4 All All

Application Php Php 5.5.0 rc1 All All

Application Php Php 5.5.0 rc2 All All

Application Php Php 5.5.1 All All All

Application Php Php 5.5.10 All All All

Application Php Php 5.5.11 All All All

Application Php Php 5.5.12 All All All

Application Php Php 5.5.13 All All All

http://lists.opensuse.org/opensuse-updates/2016-06/msg00027.html
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Application Php Php 5.5.13 All All All

Application Php Php 5.5.14 All All All

Application Php Php 5.5.15 All All All

Application Php Php 5.5.16 All All All

Application Php Php 5.5.17 All All All

Application Php Php 5.5.18 All All All

Application Php Php 5.5.19 All All All

Application Php Php 5.5.2 All All All

Application Php Php 5.5.20 All All All

Application Php Php 5.5.21 All All All

Application Php Php 5.5.22 All All All

Application Php Php 5.5.23 All All All

Application Php Php 5.5.24 All All All

Application Php Php 5.5.25 All All All

Application Php Php 5.5.26 All All All

Application Php Php 5.5.27 All All All

Application Php Php 5.5.3 All All All

Application Php Php 5.5.4 All All All

Application Php Php 5.5.5 All All All

Application Php Php 5.5.6 All All All

Application Php Php 5.5.7 All All All

Application Php Php 5.5.8 All All All

Application Php Php 5.5.9 All All All

Application Php Php 5.6.0 alpha1 All All

Application Php Php 5.6.0 alpha2 All All

Application Php Php 5.6.0 alpha3 All All

Application Php Php 5.6.0 alpha4 All All

Application Php Php 5.6.0 alpha5 All All

Application Php Php 5.6.0 beta1 All All

Application Php Php 5.6.0 beta2 All All

Application Php Php 5.6.0 beta3 All All

Application Php Php 5.6.0 beta4 All All

Application Php Php 5.6.1 All All All

Application Php Php 5.6.10 All All All

Application Php Php 5.6.11 All All All

Application Php Php 5.6.12 All All All
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Application Php Php 5.6.2 All All All

Application Php Php 5.6.3 All All All

Application Php Php 5.6.4 All All All

Application Php Php 5.6.5 All All All

Application Php Php 5.6.6 All All All

Application Php Php 5.6.7 All All All

Application Php Php 5.6.8 All All All

Application Php Php 5.6.9 All All All

Application Php Php 5.5.0 All All All

Application Php Php 5.5.0 alpha1 All All

Application Php Php 5.5.0 alpha2 All All

Application Php Php 5.5.0 alpha3 All All

Application Php Php 5.5.0 alpha4 All All

Application Php Php 5.5.0 alpha5 All All

Application Php Php 5.5.0 alpha6 All All

Application Php Php 5.5.0 beta1 All All

Application Php Php 5.5.0 beta2 All All

Application Php Php 5.5.0 beta3 All All

Application Php Php 5.5.0 beta4 All All

Application Php Php 5.5.0 rc1 All All

Application Php Php 5.5.0 rc2 All All

Application Php Php 5.5.1 All All All

Application Php Php 5.5.10 All All All

Application Php Php 5.5.11 All All All

Application Php Php 5.5.12 All All All

Application Php Php 5.5.13 All All All

Application Php Php 5.5.14 All All All

Application Php Php 5.5.15 All All All

Application Php Php 5.5.16 All All All

Application Php Php 5.5.17 All All All

Application Php Php 5.5.18 All All All

Application Php Php 5.5.19 All All All

Application Php Php 5.5.2 All All All

Application Php Php 5.5.20 All All All

Application Php Php 5.5.21 All All All
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Application Php Php 5.5.22 All All All

Application Php Php 5.5.23 All All All

Application Php Php 5.5.24 All All All

Application Php Php 5.5.25 All All All

Application Php Php 5.5.26 All All All

Application Php Php 5.5.27 All All All

Application Php Php 5.5.3 All All All

Application Php Php 5.5.4 All All All

Application Php Php 5.5.5 All All All

Application Php Php 5.5.6 All All All

Application Php Php 5.5.7 All All All

Application Php Php 5.5.8 All All All

Application Php Php 5.5.9 All All All

Application Php Php 5.6.0 alpha1 All All

Application Php Php 5.6.0 alpha2 All All

Application Php Php 5.6.0 alpha3 All All

Application Php Php 5.6.0 alpha4 All All

Application Php Php 5.6.0 alpha5 All All

Application Php Php 5.6.0 beta1 All All

Application Php Php 5.6.0 beta2 All All

Application Php Php 5.6.0 beta3 All All

Application Php Php 5.6.0 beta4 All All

Application Php Php 5.6.1 All All All

Application Php Php 5.6.10 All All All

Application Php Php 5.6.11 All All All

Application Php Php 5.6.12 All All All

Application Php Php 5.6.2 All All All

Application Php Php 5.6.3 All All All

Application Php Php 5.6.4 All All All

Application Php Php 5.6.5 All All All

Application Php Php 5.6.6 All All All

Application Php Php 5.6.7 All All All

Application Php Php 5.6.8 All All All

Application Php Php 5.6.9 All All All

Application Php Php All All All All
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cpe:2.3:o:opensuse:leap:42.1:*:*:*:*:*:*:*:

cpe:2.3:o:opensuse:leap:42.1:*:*:*:*:*:*:*:

cpe:2.3:a:php:php:*:*:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.5.0:*:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.5.0:alpha1:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.5.0:alpha2:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.5.0:alpha3:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.5.0:alpha4:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.5.0:alpha5:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.5.0:alpha6:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.5.0:beta1:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.5.0:beta2:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.5.0:beta3:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.5.0:beta4:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.5.0:rc1:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.5.0:rc2:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.5.1:*:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.5.10:*:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.5.11:*:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.5.12:*:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.5.13:*:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.5.14:*:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.5.15:*:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.5.16:*:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.5.17:*:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.5.18:*:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.5.19:*:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.5.2:*:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.5.20:*:*:*:*:*:*:*:



cpe:2.3:a:php:php:5.5.21:*:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.5.22:*:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.5.23:*:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.5.24:*:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.5.25:*:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.5.26:*:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.5.27:*:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.5.3:*:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.5.4:*:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.5.5:*:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.5.6:*:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.5.7:*:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.5.8:*:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.5.9:*:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.6.0:alpha1:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.6.0:alpha2:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.6.0:alpha3:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.6.0:alpha4:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.6.0:alpha5:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.6.0:beta1:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.6.0:beta2:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.6.0:beta3:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.6.0:beta4:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.6.1:*:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.6.10:*:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.6.11:*:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.6.12:*:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.6.2:*:*:*:*:*:*:*:



cpe:2.3:a:php:php:5.6.3:*:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.6.4:*:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.6.5:*:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.6.6:*:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.6.7:*:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.6.8:*:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.6.9:*:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.5.0:*:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.5.0:alpha1:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.5.0:alpha2:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.5.0:alpha3:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.5.0:alpha4:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.5.0:alpha5:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.5.0:alpha6:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.5.0:beta1:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.5.0:beta2:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.5.0:beta3:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.5.0:beta4:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.5.0:rc1:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.5.0:rc2:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.5.1:*:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.5.10:*:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.5.11:*:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.5.12:*:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.5.13:*:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.5.14:*:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.5.15:*:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.5.16:*:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.5.17:*:*:*:*:*:*:*:



cpe:2.3:a:php:php:5.5.18:*:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.5.19:*:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.5.2:*:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.5.20:*:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.5.21:*:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.5.22:*:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.5.23:*:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.5.24:*:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.5.25:*:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.5.26:*:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.5.27:*:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.5.3:*:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.5.4:*:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.5.5:*:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.5.6:*:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.5.7:*:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.5.8:*:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.5.9:*:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.6.0:alpha1:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.6.0:alpha2:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.6.0:alpha3:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.6.0:alpha4:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.6.0:alpha5:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.6.0:beta1:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.6.0:beta2:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.6.0:beta3:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.6.0:beta4:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.6.1:*:*:*:*:*:*:*:



← Previous ID Next ID→

No vendor comments have been submitted for this CVE
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cpe:2.3:a:php:php:5.6.10:*:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.6.11:*:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.6.12:*:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.6.2:*:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.6.3:*:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.6.4:*:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.6.5:*:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.6.6:*:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.6.7:*:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.6.8:*:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.6.9:*:*:*:*:*:*:*:

cpe:2.3:a:php:php:*:*:*:*:*:*:*:*:
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