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Summary

CVE CVE-2015-8896

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-03-15 19:59:00 UTC

Updated 2021-04-28 19:58:00 UTC

Description Integer truncation issue in coders/pict.c in ImageMagick before 7.0.5-0 allows remote attackers to cause a denial of service (application crash) via a crafted .pict file.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Imagemagick Imagemagick All All All All

Application Imagemagick Imagemagick All All All All

Operating System Oracle Linux 6 - All All

Operating System Oracle Linux 7 - All All

Operating System Redhat Enterprise Linux Desktop 6.0 All All All

Operating System Redhat Enterprise Linux Desktop 7.0 All All All

Operating System Redhat Enterprise Linux Eus 7.2 All All All

Operating System Redhat Enterprise Linux Eus 7.3 All All All

Operating System Redhat Enterprise Linux Eus 7.4 All All All

Operating System Redhat Enterprise Linux Eus 7.5 All All All

Operating System Redhat Enterprise Linux Eus 7.6 All All All

Operating System Redhat Enterprise Linux Eus 7.7 All All All

Operating System Redhat Enterprise Linux Server 6.0 All All All

Operating System Redhat Enterprise Linux Server 7.0 All All All

Operating System Redhat Enterprise Linux Server Aus 7.2 All All All

Operating System Redhat Enterprise Linux Server Aus 7.3 All All All

Operating System Redhat Enterprise Linux Server Aus 7.4 All All All
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Operating System Redhat Enterprise Linux Server Aus 7.4 All All All

Operating System Redhat Enterprise Linux Server Aus 7.6 All All All

Operating System Redhat Enterprise Linux Server Aus 7.7 All All All

Operating System Redhat Enterprise Linux Server Tus 7.2 All All All

Operating System Redhat Enterprise Linux Server Tus 7.3 All All All

Operating System Redhat Enterprise Linux Server Tus 7.6 All All All

Operating System Redhat Enterprise Linux Server Tus 7.7 All All All

Operating System Redhat Enterprise Linux Workstation 6.0 All All All

Operating System Redhat Enterprise Linux Workstation 7.0 All All All

References

Reference Source Link Tags

oss-security - Re: CVE Request: ImageMagick MLIST www.openwall.com Mailing List, Patch, Third Party Advisory

oss-security - Re: ImageMagick CVEs MLIST www.openwall.com Mailing List, Patch, Third Party Advisory

Red Hat Customer Portal REDHAT access.redhat.com

Oracle Linux Bulletin - April 2016 CONFIRM www.oracle.com

ImageMagick/ImageMagick@0f6fc2d · GitHub CONFIRM github.com Issue Tracking, Patch, Third Party Advisory

oss-security - CVE Request: ImageMagick MLIST www.openwall.com Mailing List, Patch, Third Party Advisory

ImageMagick CVE-2015-8896 Integer Overflow Vulnerability BID www.securityfocus.com Third Party Advisory, VDB Entry

Bug #1448803 “Double free in coders/pict.c:2000” : Bugs : imagemagick package : Ubuntu MISC bugs.launchpad.net Issue Tracking

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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