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CVE CVE-2015-8897
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/

Risk And Classification

Published 2017-03-15 19:59:00 UTC
Updated 2018-05-18 01:29:00 UTC
Description The Splicelmage function in MagickCore/transform.c in ImageMagick before 6.9.2-4 allows remote attackers to cause a der
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Problem Types: CWE-125

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update

Application Imagemagick Imagemagick All All

Edition Language

All All

References

Reference

ImageMagick 'PNG' File Denial of Service Vulnerability

IM 6.9.2 crash with some PNG - ImageMagick

Fixed out of bounds error in Splicelmage. - ImageMagick/ImageMagick@7b1cf57 - GitHub
oss-security - Re: ImageMagick CVEs

Red Hat Customer Portal

Oracle Linux Bulletin - April 2016

CVE Program record

NVD vulnerability detail
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Source

BID

CONFIRM

CONFIRM

MLIST

REDHAT

CONFIRM

CVE.ORG

NVD

Link

Tags

www.securityfocus.com  Third Par

www.imagemagick.org  Issue Tra

github.com
www.openwall.com
access.redhat.com
www.oracle.com
WWW.Cve.org

nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

Issue Tra

Mailing Li

canonical

canonical
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https://cve.report/
https://cve.report/CVE-2015-8897/mitre
https://cve.report/CVE-2015-8897/nist
https://cve.report/CVE-2015-8897/cve_org
https://cve.report/api/cve/CVE-2015-8897.json
https://cve.report/CVE-2015-8897.pdf
http://cve.report/vendor/imagemagick
http://cve.report/software/imagemagick/imagemagick
http://www.securityfocus.com/bid/91030
http://www.imagemagick.org/discourse-server/viewtopic.php?f=3&t=28466
https://github.com/ImageMagick/ImageMagick/commit/7b1cf5784b5bcd85aa9293ecf56769f68c037231
http://www.openwall.com/lists/oss-security/2016/06/02/13
https://access.redhat.com/errata/RHSA-2016:1237
http://www.oracle.com/technetwork/topics/security/linuxbulletinapr2016-2952096.html
https://www.cve.org/CVERecord?id=CVE-2015-8897
https://nvd.nist.gov/vuln/detail/CVE-2015-8897
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