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CVE CVE-2015-9001
State PUBLISHED
Assigner google_android

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-05-16 14:29:01 UTC
Updated 2025-04-20 01:37:25 UTC
Description In TrustZone an information exposure vulnerability can potentially occur in all Android releases from CAF using the Linux ke

Risk And Classification

Primary CVSS: v3.0 5.5 MEDIUM from nvd@nist.gov
CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N

Problem Types: CWE-200 | Information Exposure Vulnerability in TrustZone

Version Source Type Score Severity Vector
3.0 nvd@nist.gov Primary 5.5 MEDIUM CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N
2.0 nvd@nist.gov Primary 43 AV:N/AC:M/Au:N/C:P/l:N/A:N
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https://cve.report/CVE-2015-9001.pdf

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N
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CVSS v2.0 Breakdown
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AV:N/AC:M/Au:N/C:P/I:N/A:N
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Google Android All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Qualcomm Inc.  All Qualcomm Products affected All Android releases from CAF using the Linux kernel Not specified
Reference

Android Security Bulletin—April 2017 | Android Open Source Project

Google Android Multiple Flaws Let Users Deny Service, Obtain Potentially Sensitive Information, and Gain Elevated Privileges and Let Remot
Google Android Qualcomm components Multiple Unspecified Security Vulnerabilities

CVE Program record

NVD vulnerability detail

1]

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.


http://cve.report/vendor/google
http://cve.report/software/google/android
http://cve.report/vendor/Qualcomm_Inc.
http://cve.report/software/Qualcomm_Inc./All_Qualcomm_Products
https://source.android.com/security/bulletin/2017-04-01
http://www.securitytracker.com/id/1038201
http://www.securityfocus.com/bid/97329
https://www.cve.org/CVERecord?id=CVE-2015-9001
https://nvd.nist.gov/vuln/detail/CVE-2015-9001
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