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CVE CVE-2015-9099
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-06-25 19:29:00 UTC
Updated 2025-04-20 01:37:25 UTC
Description The lame_init_params function in lame.c in libmp3lame.a in LAME 3.99.5 allows remote attackers to cause a denial of serv

Risk And Classification

Version Source Type
3.0 nvd@nist.gov Primary
2.0 nvd@nist.gov Primary

Problem Types: CWE-125 | n/a

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:N/I:N/A:H

Score Severity
55 MEDIUM

4.3

Primary CVSS: v3.0 5.5 MEDIUM from nvd@nist.gov

Vector

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:N/I:N/A:H

AV:N/AC:M/Au:N/C:N/I:N/A:P

CVSS v3.0 Breakdown

\ttack Vector

\ttack Complexity

Low

>rivileges Required
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https://cve.report/
https://cve.report/CVE-2015-9099/mitre
https://cve.report/CVE-2015-9099/nist
https://cve.report/CVE-2015-9099/cve_org
https://cve.report/api/cve/CVE-2015-9099.json
https://cve.report/CVE-2015-9099.pdf

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:N/I:N/A:H
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CVSS v2.0 Breakdown
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AV:N/AC:M/Au:N/C:N/I:N/A:P
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Lame Project Lame 3.99.5 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Source Link
LAME CVE-2015-9099 Denial of Service Vulnerability af854a3a-2127-422b-91ae-364da2661108 www.secul

#775959 - lame: invalid sample rate -> segmentation fault - Debian Bug report logs af854a3a-2127-422b-91ae-364da2661108 bugs.debic
CVE Program record CVE.ORG WwWw.cve.c

NVD vulnerability detail NVD nvd.nist.gc
1|

4 |

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

500365 Alpine Linux Security Update for lame


http://cve.report/vendor/lame_project
http://cve.report/software/lame_project/lame
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://www.securityfocus.com/bid/99279
https://bugs.debian.org/cgi-bin/bugreport.cgi?bug=775959
https://www.cve.org/CVERecord?id=CVE-2015-9099
https://nvd.nist.gov/vuln/detail/CVE-2015-9099
http://cve.report/qid/500365

503061 Alpine Linux Security Update tor lame

503329 Alpine Linux Security Update for lame

503403 Alpine Linux Security Update for lame

503472 Alpine Linux Security Update for lame

503492 Alpine Linux Security Update for lame

503519 Alpine Linux Security Update for lame

503567 Alpine Linux Security Update for lame

503604 Alpine Linux Security Update for lame

503637 Alpine Linux Security Update for lame

503656 Alpine Linux Security Update for lame

505882 Alpine Linux Security Update for lame
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this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
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