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Summary

CVE CVE-2015-9218

State PUBLIC

Assigner product-security@qualcomm.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-04-18 14:29:00 UTC

Updated 2018-05-02 13:04:00 UTC

Description In Android before 2018-04-05 or earlier security patch level on Qualcomm Snapdragon Mobile and Snapdragon Wear MSM8909W, SD 210/SD 212/SD 205, SD 400, SD 410/12, SD 425, SD 427, SD 430, SD 435, SD 450, SD 625, SD 650/52, SD 800, SD 808, SD 810, SD 820, SD 835, SD 845, SDM630, SDM636, SDM660, and Snapdragon_High_Med_2016, when processing bad HEVC clips, the DPB fills, and with no error handling for DPB being full, a hang occurs.

Risk And Classification

Problem Types: CWE-388

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Qualcomm Msm8909w - All All All

Hardware Qualcomm Msm8909w - All All All

Operating System Qualcomm Msm8909w Firmware - All All All

Operating System Qualcomm Msm8909w Firmware - All All All

Hardware Qualcomm Sdm630 - All All All

Hardware Qualcomm Sdm630 - All All All

Operating System Qualcomm Sdm630 Firmware - All All All

Operating System Qualcomm Sdm630 Firmware - All All All

Hardware Qualcomm Sdm636 - All All All

Hardware Qualcomm Sdm636 - All All All

Operating System Qualcomm Sdm636 Firmware - All All All

Operating System Qualcomm Sdm636 Firmware - All All All

Hardware Qualcomm Sdm660 - All All All

Hardware Qualcomm Sdm660 - All All All

Operating System Qualcomm Sdm660 Firmware - All All All

Operating System Qualcomm Sdm660 Firmware - All All All

Hardware Qualcomm Sd 205 - All All All
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Hardware Qualcomm Sd 205 - All All All

Hardware Qualcomm Sd 205 - All All All

Operating System Qualcomm Sd 205 Firmware - All All All

Operating System Qualcomm Sd 205 Firmware - All All All

Hardware Qualcomm Sd 210 - All All All

Hardware Qualcomm Sd 210 - All All All

Operating System Qualcomm Sd 210 Firmware - All All All

Operating System Qualcomm Sd 210 Firmware - All All All

Hardware Qualcomm Sd 212 - All All All

Hardware Qualcomm Sd 212 - All All All

Operating System Qualcomm Sd 212 Firmware - All All All

Operating System Qualcomm Sd 212 Firmware - All All All

Hardware Qualcomm Sd 400 - All All All

Hardware Qualcomm Sd 400 - All All All

Operating System Qualcomm Sd 400 Firmware - All All All

Operating System Qualcomm Sd 400 Firmware - All All All

Hardware Qualcomm Sd 410 - All All All

Hardware Qualcomm Sd 410 - All All All

Operating System Qualcomm Sd 410 Firmware - All All All

Operating System Qualcomm Sd 410 Firmware - All All All

Hardware Qualcomm Sd 412 - All All All

Hardware Qualcomm Sd 412 - All All All

Operating System Qualcomm Sd 412 Firmware - All All All

Operating System Qualcomm Sd 412 Firmware - All All All

Hardware Qualcomm Sd 425 - All All All

Hardware Qualcomm Sd 425 - All All All

Operating System Qualcomm Sd 425 Firmware - All All All

Operating System Qualcomm Sd 425 Firmware - All All All

Hardware Qualcomm Sd 427 - All All All

Hardware Qualcomm Sd 427 - All All All

Operating System Qualcomm Sd 427 Firmware - All All All

Operating System Qualcomm Sd 427 Firmware - All All All

Hardware Qualcomm Sd 430 - All All All

Hardware Qualcomm Sd 430 - All All All

Operating System Qualcomm Sd 430 Firmware - All All All

Operating System Qualcomm Sd 430 Firmware - All All All
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Hardware Qualcomm Sd 435 - All All All

Hardware Qualcomm Sd 435 - All All All

Operating System Qualcomm Sd 435 Firmware - All All All

Operating System Qualcomm Sd 435 Firmware - All All All

Hardware Qualcomm Sd 450 - All All All

Hardware Qualcomm Sd 450 - All All All

Operating System Qualcomm Sd 450 Firmware - All All All

Operating System Qualcomm Sd 450 Firmware - All All All

Hardware Qualcomm Sd 625 - All All All

Hardware Qualcomm Sd 625 - All All All

Operating System Qualcomm Sd 625 Firmware - All All All

Operating System Qualcomm Sd 625 Firmware - All All All

Hardware Qualcomm Sd 650 - All All All

Hardware Qualcomm Sd 650 - All All All

Operating System Qualcomm Sd 650 Firmware - All All All

Operating System Qualcomm Sd 650 Firmware - All All All

Hardware Qualcomm Sd 652 - All All All

Hardware Qualcomm Sd 652 - All All All

Operating System Qualcomm Sd 652 Firmware - All All All

Operating System Qualcomm Sd 652 Firmware - All All All

Hardware Qualcomm Sd 800 - All All All

Hardware Qualcomm Sd 800 - All All All

Operating System Qualcomm Sd 800 Firmware - All All All

Operating System Qualcomm Sd 800 Firmware - All All All

Hardware Qualcomm Sd 808 - All All All

Hardware Qualcomm Sd 808 - All All All

Operating System Qualcomm Sd 808 Firmware - All All All

Operating System Qualcomm Sd 808 Firmware - All All All

Hardware Qualcomm Sd 810 - All All All

Hardware Qualcomm Sd 810 - All All All

Operating System Qualcomm Sd 810 Firmware - All All All

Operating System Qualcomm Sd 810 Firmware - All All All

Hardware Qualcomm Sd 820 - All All All

Hardware Qualcomm Sd 820 - All All All

Operating System Qualcomm Sd 820 Firmware - All All All

Operating System Qualcomm Sd 820 Firmware - All All All
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Operating System Qualcomm Sd 820 Firmware - All All All

Hardware Qualcomm Sd 835 - All All All

Hardware Qualcomm Sd 835 - All All All

Operating System Qualcomm Sd 835 Firmware - All All All

Operating System Qualcomm Sd 835 Firmware - All All All

Hardware Qualcomm Sd 845 - All All All

Hardware Qualcomm Sd 845 - All All All

Operating System Qualcomm Sd 845 Firmware - All All All

Operating System Qualcomm Sd 845 Firmware - All All All

References
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NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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