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Summary

CVE CVE-2015-9230

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-09-12 22:29:00 UTC

Updated 2020-11-10 19:40:00 UTC

Description In the admin/db-backup-security/db-backup-security.php page in the BulletProof Security plugin before .52.5 for WordPress, XSS is possible for remote authenticated administrators via the DBTablePrefix parameter.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ait-pro Bulletproof Security .52.4 All All All

Application Ait-pro Bulletproof Security .52.4 All All All

References

Reference Source Link

BulletProof Security .52.4 Cross Site Scripting ≈ Packet Storm MISC packetstormsecurity.com

BulletProof Security <= .52.4 - Authenticated Cross-Site Scripting (XSS) MISC wpvulndb.com

oss-security - CVE Request: XSS Vulnerability in BulletProof Security Version .52.4 MISC www.openwall.com

XSS Vulnerability in BulletProof Security Version .52.4 · Issue #3 · cybersecurityworks/Disclosed · GitHub MISC github.com

BulletProof Security .52.4 Cross Site Scripting - CXSecurity.com MISC cxsecurity.com

CVE-2015-9230 - Cross-Site-Scripting (XSS) Vulnerability in BulletProof Security MISC cybersecurityworks.com

Topic: BPS Changelog|Whats New | BulletProof Security Forum MISC forum.ait-pro.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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https://github.com/cybersecurityworks/Disclosed/issues/3
https://cxsecurity.com/issue/WLB-2016010011
https://cybersecurityworks.com/zerodays/cve-2015-9230-bulletproof.html
https://forum.ait-pro.com/forums/topic/bps-changelog/
https://www.cve.org/CVERecord?id=CVE-2015-9230
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There are currently no legacy QID mappings associated with this CVE.
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