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Summary

CVE CVE-2015-9241

State PUBLIC

Assigner support@hackerone.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-05-29 20:29:00 UTC

Updated 2019-10-09 23:15:00 UTC

Description Certain input passed into the If-Modified-Since or Last-Modified headers will cause an 'illegal access' exception to be raised. Instead of sending a HTTP 500 error back to the sender, hapi node module before 11.1.3 will continue to hold the socket open until timed out (default node timeout is 2 minutes).

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Hapijs Hapi All All All All

Application Hapijs Hapi All All All All

References

Reference Source Link

Overview MISC nodesecurity.io

Illegal access crash from if-modified-since header by substack · Pull Request #179 · jfhbrook/node-ecstatic · GitHub MISC github.com

Merge pull request #2988 from hapijs/v11.1.x · hapijs/hapi@aab2496 · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

984041 Nodejs (npm) Security Update for hapi (GHSA-rc8h-3fv6-pxv8)
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