=

CVE-2015-9253

MITRE NVD CVE.ORG Print: PDF %5

CVE CVE-2015-9253
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-02-19 19:29:00 UTC
Updated 2020-02-19 00:15:00 UTC
Description An issue was discovered in PHP 7.3.x before 7.3.0alpha3, 7.2.x before 7.2.8, and before 7.1.20. The php-fpm master proce
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Risk And Classification

Problem Types: CWE-400

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Php Php All All All All

Application Php Php 7.3.0 alphat All All

Application Php Php 7.3.0 alpha2 All All

Application Php Php All All All All

Application Php Php 7.3.0 alphat All All

Application Php Php 7.3.0 alpha2 All All

References |

Reference

php-src/NEWS at PHP-7.1.20 - php/php-src - GitHub

USN-3766-1: PHP vulnerabilities | Ubuntu security notices

Fixed bug #73342 - php/php-src@69deeb5c¢ - GitHub

php-fpm master process restarts child process in an endless loop when using Program execution Function (CVE-2015-9253) - Futureweb OG
PHP :: Sec Bug #73342 :: Vulnerability in php-fpm by changing stdin to non-blocking

PHP :: Bug #75968 :: php-fpm restarts master process in a loop when using Program execution Function

USN-4279-1: PHP vulnerabilities | Ubuntu security notices

PHP :: Bug #70185 :: php-fpm restarts master process in a loop when exec() and using ssh multiplexing
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NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

| Legacy QID Mappings

501132 Alpine Linux Security Update for php7

751763 SUSE Enterprise Linux Security Update for php72 (SUSE-SU-2022:0577-1)
751772 SUSE Enterprise Linux Security Update for php7 (SUSE-SU-2022:0679-1)
751779 OpenSUSE Security Update for php7 (openSUSE-SU-2022:0679-1)

752878 SUSE Enterprise Linux Security Update for php7 (SUSE-SU-2022:4067-1)
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