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Summary

CVE CVE-2015-9263

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-08-27 04:29:00 UTC

Updated 2018-11-05 21:17:00 UTC

Description An issue was discovered in post2file.php in Up.Time Monitoring Station 7.5.0 (build 16) and 7.4.0 (build 13). It allows an attacker to upload an arbitrary file, such as a .php file that can execute arbitrary OS commands.

Risk And Classification

Problem Types: CWE-434

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Idera Uptime Infrastructure Monitor 7.4.0 All All All

Application Idera Uptime Infrastructure Monitor 7.5.0 All All All

Application Idera Uptime Infrastructure Monitor 7.4.0 All All All

Application Idera Uptime Infrastructure Monitor 7.5.0 All All All

References

Reference Source Link Tags

Exploit – Page 37888 – Exploits Database EXPLOIT-DB www.exploit-db.com Exploit, Third Party Advisory, VDB Entry

Idera Up.Time Monitoring Station 7.4 post2file.php Arbitrary File Upload | Rapid7 MISC www.rapid7.com Third Party Advisory

Zero Science Lab » up.time 7.5.0 Upload And Execute File Exploit MISC www.zeroscience.mk Exploit, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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