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Summary

CVE CVE-2015-9267

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-10-01 08:29:00 UTC

Updated 2021-03-15 22:29:00 UTC

Description Nullsoft Scriptable Install System (NSIS) before 2.49 uses temporary folder locations that allow unprivileged local users to overwrite files. This allows a local attack in which either a plugin or the uninstaller can be replaced by a Trojan horse program.

Risk And Classification

Problem Types: CWE-269

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Application Nullsoft Nullsoft Scriptable Install System All All All All

Application Nullsoft Nullsoft Scriptable Install System All All All All

References

Reference Source Link

[SECURITY] [DLA 1602-1] nsis security update MLIST lists.debian.org

JVN#68418039: The installers of E START products may insecurely load Dynamic Link Libraries JVN jvn.jp

NSIS: Nullsoft Scriptable Install System / Bugs / #1125 Code execution / Privilege escalation problems with NSIS installers MISC sourceforge.net

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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