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Summary

CVE CVE-2015-9382

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-09-03 05:15:00 UTC

Updated 2019-09-10 03:15:00 UTC

Description FreeType before 2.6.1 has a buffer over-read in skip_comment in psaux/psobjs.c because ps_parser_skip_PS_token is mishandled in an FT_New_Memory_Face operation.

Risk And Classification

Problem Types: CWE-125

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Application Freetype Freetype All All All All

Application Freetype Freetype All All All All

References

Reference Source Link Tags

freetype/freetype2.git - The FreeType 2 library MISC git.savannah.gnu.org Patch, Third Party Advisory

The FreeType Project - Bugs: bug #45922, buffer overflow in skip_comment... [Savannah] MISC savannah.nongnu.org Exploit, Issue Tracking, Third Party Advisory

Red Hat Customer Portal REDHAT access.redhat.com

[SECURITY] [DLA 1909-1] freetype security update MLIST lists.debian.org Third Party Advisory

USN-4126-2: FreeType vulnerabilities | Ubuntu security notices | Ubuntu UBUNTU usn.ubuntu.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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