VE-2016-0211

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE CVE-2016-0211
State PUBLISHED
Assigner ibm

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-04-28 01:59:00 UTC
Updated 2026-05-06 22:30:45 UTC
Description IBM DB2 9.7 through FP11, 9.8, 10.1 through FP5, and 10.5 through FP7 on Linux, UNIX, and Windows allows remote autl

/ |

Risk And Classification

Primary CVSS: v3.0 4.3 MEDIUM from nvd@nist.gov

CVSS:3.0/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:L

Problem Types: CWE-20 | n/a

Version Source Type Score Severity Vector
3.0 nvd@nist.gov Primary 43 MEDIUM CVSS:3.0/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:L
2.0 nvd@nist.gov Primary 4 AV:N/AC:L/Au:S/C:N/I:N/A:P
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Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Vendor

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Product

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Version

10.1

10.1

10.1

10.1

10.1

10.1

10.1.0.1

10.1.0.1

10.1.0.1

10.1.0.1

10.1.0.1

10.1.0.1

10.1.0.2

10.1.0.2

10.1.0.2

10.1.0.2

10.1.0.2

Update
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All

All

Edition

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

Language

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

10.1.0.2

10.1.0.3

10.1.0.3

10.1.0.3

10.1.0.3

10.1.0.3

10.1.0.3

10.1.0.4

10.1.0.4

10.1.0.4

10.1.0.4

10.1.0.4

10.1.0.4

10.1.0.5

10.1.0.5

10.1.0.5

10.1.0.5

10.1.0.5

10.1.0.5

10.5

10.5

10.5

10.5

10.5

10.5

10.5.0.1

10.5.0.1

10.5.0.1

10.5.0.1

10.5.0.1

10.5.0.1

10.5.0.2

10.5.0.2

10.5.0.2

10.5.0.2

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Iom

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

10.5.0.2

10.56.0.2

10.5.0.3

10.5.0.3

10.5.0.3

10.5.0.3

10.5.0.3

10.5.0.3

10.5.0.4

10.5.0.4

10.5.0.4

10.5.0.4

10.5.0.4

10.5.0.4

10.5.0.5

10.5.0.5

10.5.0.5

10.5.0.5

10.5.0.5

10.5.0.5

10.5.0.6

10.5.0.6

10.5.0.6

10.5.0.6

10.5.0.6

10.5.0.6

10.5.0.7

10.5.0.7

10.5.0.7

10.5.0.7

10.5.0.7

10.5.0.7

9.7

9.7

9.7

9.7

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

9.7

9.7

9.7.0.1

9.7.0.1

9.7.0.1

9.7.0.1

9.7.0.1

9.7.0.1

9.7.0.10

9.7.0.10

9.7.0.10

9.7.0.10

9.7.0.10

9.7.0.10

9.7.0.11

9.7.0.11

9.7.0.11

9.7.0.11

9.7.0.11

9.7.0.11

9.7.0.2

9.7.0.2

9.7.0.2

9.7.0.2

9.7.0.2

9.7.0.2

9.7.0.3

9.7.0.3

9.7.0.3

9.7.0.3

9.7.0.3

9.7.0.3

9.7.0.4

9.7.04

9.7.0.4

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Aol

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

9.7.0.4

9.7.0.4

9.7.0.4

9.7.0.5

9.7.0.5

9.7.0.5

9.7.0.5

9.7.0.5

9.7.0.5

9.7.0.6

9.7.0.6

9.7.0.6

9.7.0.6

9.7.0.6

9.7.0.6

9.7.0.7

9.7.0.7

9.7.0.7

9.7.0.7

9.7.0.7

9.7.0.7

9.7.0.8

9.7.0.8

9.7.0.8

9.7.0.8

9.7.0.8

9.7.0.8

9.7.0.9

9.7.0.9

9.7.0.9

9.7.0.9

9.7.0.9

9.7.0.9

9.8

9.8

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

om

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Doz

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2 Connect

Db2 Connect

9.8

9.8

9.8

9.8

9.8.0.1

9.8.0.1

9.8.0.1

9.8.0.1

9.8.0.1

9.8.0.1

9.8.0.2

9.8.0.2

9.8.0.2

9.8.0.2

9.8.0.2

9.8.0.2

9.8.0.3

9.8.0.3

9.8.0.3

9.8.0.3

9.8.0.3

9.8.0.3

9.8.0.4

9.8.04

9.8.0.4

9.8.0.4

9.8.04

9.8.0.4

9.8.0.5

9.8.0.5

9.8.0.5

9.8.0.5

9.8.0.5

9.8.0.5

10.1

10.1

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2_connect
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2_connect

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Db2 Connect

Db2 Connect

Db2 Connect

Db2 Connect

Db2 Connect

Db2 Connect

Db2 Connect

Db2 Connect

Db2 Connect

Db2 Connect

Db2 Connect

Db2 Connect

Db2 Connect

Db2 Connect

Db2 Connect

Db2 Connect

Db2 Connect

Db2 Connect

Db2 Connect

Db2 Connect

Db2 Connect

Db2 Connect

Db2 Connect

Db2 Connect

Db2 Connect

Db2 Connect

Db2 Connect

Db2 Connect

Db2 Connect

Db2 Connect

Db2 Connect

Db2 Connect

Db2 Connect

Db2 Connect

Db2 Connect

10.1

10.1.0.1

10.1.0.1

10.1.0.1

10.1.0.2

10.1.0.2

10.1.0.2

10.1.0.3

10.1.0.3

10.1.0.3

10.1.0.4

10.1.0.4

10.1.0.4

10.1.0.5

10.1.0.5

10.1.0.5

10.5

10.5

10.5

10.5.0.1

10.5.0.1

10.5.0.1

10.5.0.2

10.5.0.2

10.5.0.2

10.5.0.3

10.5.0.3

10.5.0.3

10.5.0.4

10.5.0.4

10.5.0.4

10.5.0.5

10.5.0.5

10.5.0.5

10.5.0.6

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2_connect
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2_connect
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2_connect
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2_connect
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2_connect
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2_connect
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2_connect
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2_connect
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2_connect
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2_connect
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2_connect
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2_connect
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2_connect
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2_connect
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2_connect
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2_connect
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2_connect
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2_connect
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2_connect
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2_connect
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2_connect
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2_connect
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2_connect
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2_connect
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2_connect
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2_connect
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2_connect
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2_connect
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2_connect
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2_connect
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2_connect
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2_connect
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2_connect
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2_connect
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2_connect

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

A AanliAantiannm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Db2 Connect

Db2 Connect

Db2 Connect

Db2 Connect

Db2 Connect

Db2 Connect

Db2 Connect

Db2 Connect

Db2 Connect

Db2 Connect

Db2 Connect

Db2 Connect

Db2 Connect

Db2 Connect

Db2 Connect

Db2 Connect

Db2 Connect

Db2 Connect

Db2 Connect

Db2 Connect

Db2 Connect

Db2 Connect

Db2 Connect

Db2 Connect

Db2 Connect

Db2 Connect

Db2 Connect

Db2 Connect

Db2 Connect

Db2 Connect

Db2 Connect

Db2 Connect

Db2 Connect

Db2 Connect

Db2 Connect

10.5.0.6

10.5.0.6

10.5.0.7

10.5.0.7

10.5.0.7

9.7

9.7

9.7

9.7.0.1

9.7.0.1

9.7.0.1

9.7.0.10

9.7.0.10

9.7.0.10

9.7.0.11

9.7.0.11

9.7.0.11

9.7.0.2

9.7.0.2

9.7.0.2

9.7.0.3

9.7.0.3

9.7.0.3

9.7.0.4

9.7.0.4

9.7.0.4

9.7.0.5

9.7.0.5

9.7.0.5

9.7.0.6

9.7.0.6

9.7.0.6

9.7.0.7

9.7.0.7

9.7.0.7

n7nNno

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2_connect
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2_connect
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2_connect
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2_connect
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2_connect
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2_connect
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2_connect
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2_connect
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2_connect
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2_connect
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2_connect
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2_connect
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2_connect
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2_connect
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2_connect
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2_connect
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2_connect
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2_connect
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2_connect
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2_connect
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2_connect
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2_connect
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2_connect
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2_connect
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2_connect
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2_connect
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2_connect
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2_connect
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2_connect
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2_connect
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2_connect
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2_connect
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2_connect
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2_connect
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2_connect

AppIGAUUI i Uz LUIITIEGL v.1.v.0 Al Al AN
Application Ibm Db2 Connect 9.7.0.8 All All All
Application Ibm Db2 Connect 9.7.0.8 All All All
Application Ibm Db2 Connect 9.7.0.9 All All All
Application lbom Db2 Connect 9.7.0.9 All All All
Application Ibm Db2 Connect 9.7.0.9 All All All
Application Ibm Db2 Connect 9.8 All All All
Application Ibm Db2 Connect 9.8 All All All
Application Ibm Db2 Connect 9.8 All All All
Application Ibm Db2 Connect 9.8.0.1 All All All
Application Ibm Db2 Connect 9.8.0.1 All All All
Application Ibm Db2 Connect 9.8.0.1 All All All
Application Ibm Db2 Connect 9.8.0.2 All All All
Application lbom Db2 Connect 9.8.0.2 All All All
Application Ibm Db2 Connect 9.8.0.2 All All All
Application lbom Db2 Connect 9.8.0.3 All All All
Application Ibm Db2 Connect 9.8.0.3 All All All
Application lbom Db2 Connect 9.8.0.3 All All All
Application Ibm Db2 Connect 9.8.0.4 All All All
Application Ibom Db2 Connect 9.8.0.4 All All All
Application Ibm Db2 Connect 9.8.0.4 All All All
Application Ibm Db2 Connect 9.8.0.5 All All All
Application Ibm Db2 Connect 9.8.0.5 All All All
Application Ibm Db2 Connect 9.8.0.5 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Na N/a affected n/a Not specified
Reference

Multiple IBM DB2 Products CVE-2016-0211 Denial of Service Vulnerability

www-01.ibm.com/support/docview.wss

IT12488: SECURITY: DB2 SERVER MAY CRASH DUE TO MALFORMATTED DRDA MESSAGES(CVE-2016-0211)
IBM DB2 DRDA Processing Flaw Lets Remote Authenticated Users Cause the Target Service to Crash - SecurityTracker

Security Bulletin: IBM® DB2® LUW contains a denial of service vulnerability in which a malformated DRDA message may cause the DB2 serv

IT12462: SFCLIRITY: DR2 SFRVFR MAY CRASH DUIF TO MAI FORMATTFD DRNDA MFSSAGFS(CVF-2016-0211)
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IT12487: SECURITY: DB2 SERVER MAY CRASH DUE TO MALFORMATTED DRDA MESSAGES(CVE-2016-0211)
CVE Program record

NVD vulnerability detail
1 | »l

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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