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Buffer overflow in the Java Virtual Machine (JVM) in IBM SDK, Java Technology Edition 6 before SR16 FP25 (6.0.16.25), 6
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Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type

Application
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Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System

Operating System

Operating System

Vendor Product Version Update Edition Language
Ibm Java Sdk All All All All
lbm Java Sdk All All All All
Redhat Enterprise Linux Desktop 5.0 All All All
Redhat Enterprise Linux Desktop 6.0 All All All
Redhat Enterprise Linux Desktop 7.0 All All All
Redhat Enterprise Linux Desktop 5.0 All All All
Redhat Enterprise Linux Desktop 6.0 All All All
Redhat Enterprise Linux Desktop 7.0 All All All
Redhat Enterprise Linux Hpc Node Supplementary 6.0 All All All
Redhat Enterprise Linux Hpc Node Supplementary 7.0 All All All
Redhat Enterprise Linux Hpc Node Supplementary 6.0 All All All
Redhat Enterprise Linux Hpc Node Supplementary 7.0 All All All
Redhat Enterprise Linux Server 5.0 All All All
Redhat Enterprise Linux Server 6.0 All All All
Redhat Enterprise Linux Server 7.0 All All All
Redhat Enterprise Linux Server 5.0 All All All
Redhat Enterprise Linux Server 6.0 All All All
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Operating System Suse Linux Enterprise Software Development Kit 12 All All All
Operating System Suse Linux Enterprise Software Development Kit 12 sp1l All All
Application Suse Manager 21 All All All
Application Suse Manager 2.1 All All All
Application Suse Manager Proxy 21 All All All
Application Suse Manager Proxy 2.1 All All All
Application Suse Openstack 5.0 All All All
Application Suse Openstack 5.0 All All All
Application Suse Openstack Cloud 5 All All All
Operating System Suse Suse Linux Enterprise Server 12 All All All
Operating System Suse Suse Linux Enterprise Server 12 All All All
Reference Source
[security-announce] SUSE-SU-2016:1299-1: important: Security update for SUSE
Red Hat Customer Portal REDHAT
Red Hat Customer Portal REDHAT

IBM Security Bulletin: Multiple vulnerabilities in current releases of the IBM® SDK, Java™ Technology Edition - United States CONFIRM

[security-announce] SUSE-SU-2016:1300-1: important: Security update for SUSE
[security-announce] SUSE-SU-2016:1475-1: important: Security update for SUSE
[security-announce] SUSE-SU-2016:1303-1: important: Security update for SUSE
Red Hat Customer Portal REDHAT
[security-announce] SUSE-SU-2016:1379-1: important: Security update for SUSE
IBM Java SDK Bugs Let Remote Users Execute Arbitrary Code - SecurityTracker SECTRACK
[security-announce] SUSE-SU-2016:1458-1: important: Security update for SUSE
[security-announce] SUSE-SU-2016:1378-1: important: Security update for SUSE
Red Hat Customer Portal REDHAT
Red Hat Customer Portal REDHAT
[security-announce] SUSE-SU-2016:1388-1: important: Security update for SUSE
IBM 1V84035: FIX SECURITY VULNERABILITY CVE-2016-0264 - United States AIXAPAR
Red Hat Customer Portal REDHAT
Red Hat Customer Portal REDHAT
CVE Program record CVE.ORG
NVD vulnerability detail NVD
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There are currently no legacy QID mappings associated with this CVE.
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