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CVE-2016-0281

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

avssamvnncwernunsucna,— Gertain versions of Aix from Ibm contain the following vulnerability:

The mustendd driver in IBM AIX 5.3, 6.1, 7.1, and 7.2 and VIOS 2.2.x,
when the jumbo_frames feature is not enabled, allows remote
attackers to cause a denial of service (FC1763 or FC5899 adapter
crash) via crafted packets.

AV

CVE-2016-0281 has been assigned by (T} psirt@us.ibm.com to track the vulnerability - currently rated as severity.

CVSS3 Score: [3i75LowW

Attack Attack Privileges User
Vector Complexity Required Interaction
HiGH [ NONE | [ NONE |
Scope Confidentiality Integrity Availability
Impact Impact Impact

CVSS2 Score: [4SEMEDIUM)
Access Access Authentication
Vector Complexity
[ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

| r

Description Tags Link
IBM notice: The page you requested cannot o2 AIXAPAR 1V84184
be displayed



https://cve.report/
https://cve.report/CVE-2016-0281/mitre
https://cve.report/CVE-2016-0281/nist
https://cve.report/CVE-2016-0281/cve_org
https://cve.report/CVE-2016-281.pdf
http://cve.report/software/ibm/aix
http://cve.report/vendor/ibm
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www-01.ibm.com/support/docview.wss?uid=swg1IV84184

IV81459: MUSENTDD'S RECEIVE PATH
HANGS WHEN IT RECEVIES CERTAIN
SIZE PKT APPLIES TO AIX 7100-04

IV80569: MUSENTDD'S RECEIVE PATH
HANGS WHEN IT RECEVIES CERTAIN
SIZE PKT APPLIES TO AIX 6100-09

IBM AIX mustendd Device Driver Bug Lets
Remote Users Cause the Target Adapter to
Crash - SecurityTracker

IV81357: MUSENTDD'S RECEIVE PATH
HANGS WHEN IT RECEVIES CERTAIN
SIZE PKT APPLIES TO AIX 7200-00

IBM AIX CVE-2016-0281 Remote Denial of
Service Vulnerability

IV82421: MUSENTDD'S RECEIVE PATH
HANGS WHEN IT RECEVIES CERTAIN
SIZE PKT APPLIES TO AIX 7100-03

Broken Link
www-01.ibm.com
text/html

Broken Link
www-01.ibm.com
text/html

www.securitytracker.com
text/html

Broken Link
www-01.ibm.com
text/html

Vendor Advisory
aix.software.ibm.com

text/plain

cve.report (archive)
text/html

Broken Link
www-01.ibm.com
text/html

o2 AIXAPAR 1V81459

o2x AIXAPAR V80569

7y SECTRACK 1036481

a2 AIXAPAR V81357

@) CONFIRM

aix.software.ibm.com/aix/efixes/security/mustendd_advisory.asc

@ BID 92193

o2 AIXAPAR V82421

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version
Operating Ibm Aix 5.3
System

Operating Iom Aix 6.1
System

Operating Ibm Aix 71
System

Operating lom Aix 7.2
System

Operating Ibm Aix 5.3
System

Operating lom Aix 6.1
System

Operating Ibm Aix 71
System

Operating lom Aix 7.2
System

Application Ibom Vios 2.2.0.10

[, DL S ([, | WP

AnAAN 44

Update Edition Language
All All All
All All All
All All All
All All All
All All All
All All All
All All All
All All All
All All All
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http://www.securitytracker.com/id/1036481
http://www-01.ibm.com/support/docview.wss?uid=swg1IV81357
https://cve.report/CVE-2016-0281/be586deb
http://cve.report/bid/92193
http://www-01.ibm.com/support/docview.wss?uid=swg1IV82421
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Vios
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Vios

Vios
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cpe:2.3:0:ibm:aix:7. 1 e

cpe:2.3:0:ibm:aix:7. 2%

cpe:2.3:0:ibm:aix:5.3:*:

cpe:2.3:0:ibm:aix:6.1:* "

cpe:2.3:0:ibm:aix:7. 1 e

cpe:2.3:0:ibm:aix:7. 2%

cpe:2.3:a:ibm:vios:2.2.1.0:* "

cpe:2.3:a:ibm:vios:2.2.1. 1

cpe:2.3:a:ibm:vios:2.2.1.3:* %

cpe:2.3:a:ibm:vios:2.2.1.4:* %

cpe:2.3:a:ibm:vios:2.2.1.5: %

cpe:2.3:a:ibm:vios:2.2.1.6:% % 7

cpe:2.3:a:ibm:vios:2.2.1. 7% x

cpe:2.3:a:ibmivios:2.2.1.8:

cpe:2.3:a:ibm:vios:2.2.1.9:

cpe:2.3:a:ibm:vios:2.2.2.0:%

cpe:2.3:a:ibmivios:2.2.2.1

cpe:2.3:a:ibmivios:2.2.2.2:%

cpe:2.3:a:ibmivios:2.2.2. 3

cpe:2.3:a:ibmivios:2.2.2. 4% xR

cpe:2.3:a:ibm:vios:2.2.2 .5 F ek

cpe:2.3:a:ibm:vios:2.2.3.0:% %k

cpe:2.3:a:ibm:vios:2.2.3.1:

cpe:2.3:a:ibm:vios:2.2.3.2: %



Ccpez.3:alIomivIoS:Z.2.3.3:" 7"t

cpe:2.3:a:ibm:vios:2.2.3.4: %

cpe:2.3:0:ibm:vios:2.2.0.10:™:":* ™

cpe:2.3:0:ibm:vios:2.2.1.0:* %"

cpe:2.3:0:ibm:vios:2.2.1. 1

cpe:2.3:0:ibm:vios:2.2.1.3: "k

cpe:2.3:0:ibm:vios:2.2.1.4:* %

cpe:2.3:0:ibm:vios:2.2.1.5:% % "

cpe:2.3:0:ibm:vios:2.2.1.6:* %

cpe:2.3:0:ibm:vios:2.2.1. 7%

cpe:2.3:0:ibm:vios:2.2.1.8:* % "

cpe:2.3:0:ibm:vios:2.2.1.9:% %

cpe:2.3:0:ibm:vios:2.2.2.0:* %

cpe:2.3:0:ibm:vios:2.2.2.1 %% * ke

cpe:2.3:0:ibm:vios:2.2.2.2:% % **

cpe:2.3:0:ibm:vios:2.2.2.3:

cpe:2.3:0:ibm:vios:2.2.2. 4%

cpe:2.3:0:ibm:vios:2.2.2.5:

cpe:2.3:0:ibm:vios:2.2.3.0:% ek

cpe:2.3:0:ibm:vios:2.2.3.1

cpe:2.3:0:ibm:vios:2.2.3.2:% %

cpe:2.3:0:ibm:vios:2.2.3.3:

cpe:2.3:0:ibm:vios:2.2.3.4: * F



cpe:2.3:a:ibm:vios:2.2.1.0: % "

cpe:2.3:a:ibm:vios:2.2.1. 1 7

cpe:2.3:a:ibm:vios:2.2.1.3: 7"k

cpe:2.3:0:ibm:vios:2.2.1.0:* % "

cpe:2.3:0:ibm:vios:2.2.1. 1

cpe:2.3:0:ibm:vios:2.2.1.3:*

cpe:2.3:0:ibm:vios:2.2.1.4:% 7

cpe:2.3:0:ibm:vios:2.2.1.5:% % x

cpe:2.3:0:ibm:vios:2.2.1.6:% % "

cpe:2.3:0:ibm:vios:2.2.1. 7% *

cpe:2.3:0:ibm:vios:2.2.1.8:* %

cpe:2.3:0:ibm:vios:2.2.1.9:% % 7

cpe:2.3:0:ibm:vios:2.2.2.0:

cpe:2.3:0:ibm:vios:2.2.2.1 ke

cpe:2.3:0:ibm:vios:2.2.2.2:% %

cpe:2.3:0:ibm:vios:2.2.2. 3k

cpe:2.3:0:ibm:vios:2.2.2. 4

cpe:2.3:0:ibm:vios:2.2.2.5:%

cpe:2.3:0:ibm:vios:2.2.3.0:

cpe:2.3:0:ibmivios:2.2.3. 1k

cpe:2.3:0:ibmivios:2.2.3.2:% %k

cpe:2.3:0:ibm:vios:2.2.3.3:

cpe:2.3:0:ibm:vios:2.2.3.4:**F




No vendor comments have been submitted for this CVE
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